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EAunHbINA KnneHT JaCarta PyKOBOACTBO aAMUHUCTpaTOPa 1.2

AHHOTAaUMA

[aHHoe PykoBoACTBO agMUHUCTPaTOpa (panee — PykoBOACTBO) NpeaHa3HAYeHo ANA NepcoHana,
OCYLLLECTB/IAIOLLETO YCTAHOBKY, SKCNyaTaLMio U HAaCTPOMKY NporpaMmHOro obecneyeHns EAUHbIN KNMEHT
JaCarta.

B HacToAwem PykosoacTee npuseaeHbl 0bLime cBeAeHNs, CUCTEMHbIE TPebOBaHMA, peXKMMbI PaboTbl,
NnopsAAOK M cofepiKaHne AelcTBUIM NO YCTaHOBKE M yaaneHuto EanHoro kavenTa JaCarta, o63op
No/ib30BaTENbCKOro MHTepdelica, CBeAeHUA N0 USMEHEHWUIO HAaCTPOEK, MHULMAAM3ALMM SNEKTPOHHbIX
Kntouyeli, yctaHoBke PIN-KoAa, onepaumax ¢ 06bekTaMm B NaMATU 3/IEKTPOHHbIX KAOYel u ap.

PYKOBOACTBO paccumTaHo Ha nosb3osaTtesneil, 061a4atowWwmx HauanbHbIMM HaBblKamu PaboTbl Ha
KOMMbIOTEPE, 3HAKOMbIX C paboToii B onepavoHHoi cucteme Windows u MHTepHer.

[laHHbIN AOKYMEHT, BKNtOYAA NOAGOP v PacroNoKeHWE UANKOCTPALMUIA U MAaTEPUANOB B HEM, ABIAETCA OBGBEKTOM aBTOPCKMX MPaB U OXPAHAETCA B COOTBETCTBUM
C 3aKoHOAaTeNbcTBOM Poccuitckoit Pepepaumm. Obnagatenem UCKIUMUTENbHBIX aBTOPCKUX U MMYLLECTBEHHbIX Npas asasetcs 3A0 "AnagavH P.A.".
Mcnonb3osaHue 3TUX MaTepranos Ntobbim cnocobom 6e3 NMCbMeHHOTo paspelleHns npasoobaagaTens 3anpeLeHo U MOXKeT NoBJ/IeYb OTBETCTBEHHOCTb,
npeAyCMOTPEHHYIO 3aKOHO4aTeIbCTBOM P,

NHpopmauusa, npuseséHHAnA B AAHHOM JOKYMEHTe, NpeHasHauyeHa UCKN0UUTENbHO /1A 03HAKOMIEHWA U He ABAAETCA UcHepnblBatoleil. CocTas NPoAyKTOB,
KOMMOHEHT, X QYHKLMK, XapaKTEPUCTUKN, BEPCUW, AOCTYMHOCTb U NP. MOTYT b6bITb M3MEHEHbI KomnaHuelt "AnagaunH P.A." 6e3 npeaBaputesibHOro
yBeoMneHunA. Bce yKasaHHble AaHHble 0 XapaKTepUCTUKaX NMPOAYKTOB OCHOBAHbI Ha MEXAYHAPOAHbIX UM POCCUMIACKMX CTaHJapTax U pesynbTatax
TECTMPOBAHMA, NOJTYHEHHbIX B HE3ABUCUMBbIX TECTOBbIX MU CEPTUDUKALIMOHHBIX 1abopaTopuAX, NMBO Ha NPUHATLIX B KOMMAHWM METOAMKAX. B AaHHOM
[OKyMeHTe KomnaHua "Anaaavd P.[." He npefocTaBifeT HUKAaKUX HU ABHbIX, HU MOAPa3ymMeBaembIX rapaHTUi.

BnapenbLiem ToBapHbIX 3HakoB AnaaauH, Aladdin, JaCarta, norotunos u npasoobnagatenem UCKUUTENbHBIX NPaB Ha UX AWU3aliH U UCNO/Ib30BaHWe, NAaTEHTOB
Ha COOTBETCTBYlOLME NPoAyKTbl ABnfetca 3A0 "AnagauH P.A.".

Bnazenbuem ToBapHbIx 3HakoB Apple, iPad, iPhone, Mac OS, OS X asnsietca Koprnopauusa Apple Inc. Bragenbuem ToBapHoro 3Haka |0S aBaseTca KomnaHua
Cisco (Cisco Systems, Inc). Bnagenbuem ToBapHoro 3Haka Windows Vista u ap. — kopnopauums Microsoft (Microsoft Corporation). HazsaHua npounx
TEXHO/IOTWI, NPOAYKTOB, KOMNAHWUI, YNTOMMUHAOLLMXCA B JAHHOM AOKYMEHTE, MOTYT ABAATLCA TOBAPHbIMM 3HAaKaMM CBOMX 3aKOHHbIX BIaAe/bLEB.

CBeaeHuA, NpuBeAEHHble B JaHHOM [OKYMEHTE, akTyaslbHbl Ha AaTy ero nybaunkaumm.

Mpu nepeneyaTtke 1 UCNOb30BAHUMN JaHHbIX MaTepuanos Mbo toboi ux yactu cebiiku Ha 3A0 "AnagavH P.[." o6s3aTesibHbl.

1995-2015, 3A0 "AnagauH P.A." Bce npaBa 3awymiLeHbl.
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EAunHbINA KnneHT JaCarta PyKOBOACTBO aAMUHUCTpaTOPa 1.2

1. Obwme cBegeHUA

EaunHbivi KnneHT JaCarta npeacTtasnaeT coboli nporpammHoe obecneveHune, obecneymsatowee paboty c
371EeKTPOHHbIMM Katodamu JaCarta/eToken B onepaumoHHbIX cuctemax cemeiictea Windows. C nomolbio
EanHoro knneHTa JaCarta MoXHO MCNONb30BaTb 3/1IEKTPOHHbIE Katoun JaCarta AnAa MHTEPaKTUBHOIO BXO4a B
cUcTeMmy, SNeKTPOoHHOM undposoi noanucu, goctyna K VPN.

1.1. TepMuHbl U onpeaeneHnd

TepMWHbI, UICNOIb3YeMble B HacToALEeM PykoBoacTee npuBeaeHsbl B Tabavue 1.

Tabnuua 1

TepmuH OnpepaeneHue
MNonb3oBaTensb KoHeuHbI Noib30BaTe b 31EKTPOHHOIO K/o4Ya
PIN-koa nonb3osatens PIN-KoA, NpesfocTaBAAOWMIA JOCTYN K ONEpaLyMAM Ha YPOBHE A0OCTyna Nonb3oBaTens
AZLMUHUCTPATOP COTpYyAHVK, OTBEYAIOLLMIA 32 NOATOTOBKY K PaboTe U TEXHUYECKOe 06C/YKMBAHWE 3NEKTPOHHOIO KAtoYa

PIN-koa agpmuHucTpatopa | PIN-Koa, npegocTaBasiowmii 4OCTyN K onepauusam Ha ypoBHe aMUHUCTpaTopa

MHuumanmsauma YcTaHOBKa OCHOBHbIX napameTpos paGOTbI 3/1EKTPOHHOr0 KNKo4Ya (I'IO,D,FOTOBKa K pa60Te)

MporpammHoe obecneyeHmne, ycTaHOBAEHHOE B MaMATb 3IEKTPOHHOTO Kitoda. CyLLecTByoT ciegyiowme

NpPUAOXeHUA:
e PKI;
e  PKI/BIO;
e [OCT;
MNpunoxexne
e STORAGE;
e  OKH.

PIN-Kkoa nonb3osatens v PIN-Kog aammnHMCTpaTopa AEMACTBYIOT B paMKax NpuaoKeHua. Takum obpasom, eciv Ha
3/1EKTPOHHOM K/It0Ue YCTaHOBEHbI 1Ba MPUNOKEHUA, /1A KaXKA0r0o U3 HUX MOTYT NpucyTcTBoBaTh cBou PIN-koa
nonb3osaTens u PIN-koa agmuHucTpartopa.

Tabnuya 1

/'\. BHumaHue!

He ponyckaiite 610kupoBku PIN-Koaa aammHMUCTpaTopa Ha 3/1eKTPOHHbIX Katovax JaCarta. PIN-Kog,
aAMUHUCTPaTOpPa, B oTnume oT PIN-Koga nonb3osatens, pa3baokMpoBaTb HEBO3MOMXKHO.

1.2. PeXnmMbl paboTbl EgMHOro KnneHTta JaCarta

EAMHbIN KnneHT JaCarta mosKeT paboTaTb B ABYX PeXKMMaX:

1. Pe)um nonb3oBaTtens — NO3BOAAET NPOCMATPMBATL KpaTKMe CBEAEHNA O NOACOeANHEHHDbIX
3/1IEKTPOHHbIX K/OYaxX M NPeAoCcTaBAseT 4OCTyN K 6a30BbiM OMepaumnam C 3NEKTPOHHbLIMU KAtoHamMu.

2. Pexvm agmMUHMUCTpaTOpa — NO3BOAET NPOCMATPMBATL NOJIHbIE CBEAEHMA O NOACOEANHEHHDbIX
3/1eKTPOHHbIX K/OYaxX M NPeAoCTaBAfET 4OCTYN KO BCEM OMNepaumnam C INEKTPOHHbIMU KNoYamMu.

© 2015, "AnapauH P.A." Crp. 4




EAuHbIN KNneHT JaCarta PyKkoBOACTBO agMMHUCTpaTOpa 1.2

1.3. CBegeHnA 06 3NEeKTPOHHbIX K04ax

1.3.1. NapaMeTpbl 3NEeKTPOHHbIX KNKOYen Npu NoCTaBKe

MpKn NocTaBKe 3N1EKTPOHHbBIE K/TOYU MMEIOT NapamMeTpbl, NpuBeseHHble B Tabavue 2.

Tabnuua 2

Mogaenu 3NIeKTPOHHbIX KAloueit:
eToken PRO
eToken PRO (Java)
eToken NG-FLASH
eToken NG-FLASH
(Java) JaCarta PKI
eToken NG-OTP lacarta
MapameTpbl JaCarta roCT/Flash JaCarta
eToken NG-OTP PKI/Flash JaCarta LT
/ JaCarta roCT CryptoPro
(ava) JaCarta eToken FOCT
JaCarta PKI c PKI/BIO
dyHKumen
obpartHoi
COBMECTUMOCTU C
npoAyKTamu
KomnaHuu Aladdin
MpunoxeHne PKI PKI 1 PKI/BIO roCt STORAGE OKH
PIN-K0A N0NIb30BATENA MO 15356704 11111111 He ycrawoenen 1234567890 Her
YMONYAHUIO
PIN-KOA aAMUHUCTPATOPA MO 5 3567690 00000000 1234567890 1234567890 Het
YMOHAHUIO
MOXHO MHWLMANN3MPOBaTb
6e3 Ha3HayeHus PIN-koga
nonb3osarens
(agmMUHUCTPaTOP MOXKET Oa [a [a Het Het
Ha3HauuTb PIN-Kog,
nonb3osartens nocne
MHUUMANM3aumnm)
MOXHO MHULMANN3NMPOBaTb TONBKO MDY AEDBUIHON
6e3 Ha3HauyeHus PIN-koga Oa Her Her P P Het
MHULMaNU3aLmum
ajMUHUCTPaTopa
MNoBeaeHwue Kto4a npm Pa3bn0KunpoBKa copacbiBaeT CYETUMK
pasbnokuposke PIN-koga Bo Bpems pa3bnoKMPOBKM aAMUHUCTPATOP | HEBEPHbIX NONbITOK AocTyna — PIN-Kog, Her
nonssosatena’ 3a4a€T HoBbIN PIN-KoA nonb3oBaTena noab3oBaTeNsA NPy STOM OCTaéTcA
HEU3MEHHbIM
MoskHo pa36nokunposatb PIN-
KoZ, Nosib3oBaTens B Oa Oa Het Het Het
YOANEHHOM pexxmme
ALMWHUCTPATOP MOXKET
CMEHUTb YCTaHOB/EHHbI
PIN-Koa nonb3osatens 6e3 Aa Aa Her Her Her
VNHWLManu3aumm
Tabnuuya 2

1
B caiyyae ¢ anekmpoHHbIMU Katodamu JaCarta PKI/BIO npu pazbaokuposke 6uomempuyecko2o docmyna rons3osamesib 8HO8b
nosy4aem 803MOXHOCMb ayMeHMuUpUYUpo8amMsCA No paHee COXPAHEHHOMY OmMneyamky nansbya.
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EAuHbIN KNneHT JaCarta

PyKOBOACTBO aAMUHUCTpaTOPa

1.3.2. Onepayum c 3NeKTPOHHbIMU KNOYaMU

1.2

JocTynHble onepaumm ¢ 3/IeKTPOHHBIMM KOYAaMM, C YKa3aHMEM HYKHOFO perrmnma paboTbl 1
HEOBXOAMMOCTUN ayTEHTUPUKAL MM AN COBEPLUEHUS ONepauumn npueeseHbl B Tabaunue 3.

Tabnuuya 3

Onepauua

MpunoxkeHue

Pexxum pabotbl EguHoro
KnueHta JaCarta

AyTeHTUdUKauuna

MHunumanumsauma

PKI Ha cneaytoLWmx 3NeKTPOHHbIX
KAtoYax:

eToken PRO

eToken PRO (Java)

eToken NG-FLASH

eToken NG-FLASH (Java)
eToken NG-OTP

eToken NG-OTP (Java)
JaCarta PKI ¢ pyHKumeln
06paTHOM COBMECTUMOCTM C
NPOAYKTaMM KOMNAHUKN
Aladdin

JaCarta PKI/TOCT c pyHKumeln
06paTHOM COBMECTUMOCTM C
NPOAYKTaM1 KOMMaHWUK
Aladdin

Pexkvm agmuHUcTpaTopa

He Tpebyetca

PKI Ha cnepytowmx 31eKTPOHHbIX
KAtoyax:

e JaCarta PKI

e JaCarta PKI/Flash

e JaCarta PKI/TOCT

PKI/BIO

roct

STORAGE

Pexxnum agmnHuctpatopa

PIN-kKoa agmuHucTpaTopa

®KH

HepoctynHo

YcTaHoBKa (cmeHa) PIN-koga

PKI

PKI/BIO

Pexxnm agmnHuctpatopa

PIN-kKoa agmuHucTpaTopa

nosib30BaTeNs agMUHUCTPATOPOM

roct

STORAGE

®KH

HepoctynHo

CmeHa csoero PIN-koaa
nosb3oBatenem

PKI

PKI/BIO

roct

STORAGE

Pexxum nonbsosartens

PIN-Kog nonb3oBaTens

®KH

HepocTtynHo

CmeHa csoero PIN-kKoaa
AAMUHUCTPATOPOM

PKI

PKI/BIO

roct

STORAGE

Pexxnm agmnHucTpatopa

PIN-Koa agMmuHucTpaTopa

© 2015, "Anapgamu PO
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EAuHbIN KNneHT JaCarta

PyKOBOACTBO aAMUHUCTpaTOPa

1.2

Onepauums

MpunoxeHune

Pexxum pabotbl EgnHOro

KnueHta JaCarta

AyTeHTUPUKaLMA

®KH

HepoctynHo

CmeHa oTneyaTKoB nanbLes

PKI

HepoctynHo

PKI/BIO

Pexkvm agmuHuUcTpaTopa

PIN-koa agmuHucTpaTopa

rocr

STORAGE

®KH

HepoctynHo

Pasbnokuposka PIN-koga
nonb3osartens

PKI

PKI/BIO

rocr

STORAGE

Pexxnum agmnHuctpatopa

PIN-koa agmuHucTpaTopa

®KH

HepocTtynHo

Onepau,vm c 0bbeKkTamu B NamaTu
~2
SN1IEKTPOHHDbIX K/llo4eun

PKI

PKI/BIO

roct

STORAGE

®KH

Pexxnum agmnHuctpatopa

PIN-Kog, nonb3osatens

MpOoCMOTP KpaTKMX CBEAEHMUI O
noAcoeANHEHHOM 3N1eKTPOHHOM
Kntoye

PKI

PKI/BIO

roct

STORAGE

®KH

Pexxum nonb3osartens

He Tpebyetca

MpPOCMOTP MONHBIX CBEAEHMIT O
NoACOeAMHEHHOM 3/1EKTPOHHOM
Kntoue

PKI

PKI/BIO

roct

STORAGE

®KH

Pexxnum agmuHucTpaTopa

He Tpebyetca

CospaHue 3anpoca Ha cepTuduKaTt

PKI

PKI/BIO

roct

Pexxvm agmuHuUcTpaTopa

PIN-Koa nonb3oBaTens

STORAGE

®KH

HepoctynHo

Tabnauya 3

2 o
B cayyae ¢ anekmpoHHeIMu Katodamu @KH noddeprcusaromces onepayuu mossko ¢ KohmeliHepamu CryptoPro

© 2015, "Anapgamu PO
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EAuHbIN KNneHT JaCarta PyKkoBOACTBO agMMHUCTpaTOpa 1.2
2. ONncaHne NakeToB YCTAHOBKMU
Ounctpnbytus EgmHoro knneHTa JaCarta BKAOYaET NaKeTbl YCTAaHOBKM, NpuBeAeHHble B Tabavue 4.
daiin OnucaHue
JaCartaUnifiedClient_x.x.xx.xxx_win-x86_ru-Ru.msi MakeT ycTaHOBKM An1a 32-pa3pAAHbIX ONepaLoHHbIX CUCTEM
JaCartaUnifiedClient_x.x.xx.xxx_win-x64_ru-Ru.msi MakeT ycTaHOBKM AN1A 64-pa3pAAHbIX ONepaLoHHbIX CUCTEM
Tabnauya 4

© 2015, "Anapgamu PO
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EAunHbINA KnneHT JaCarta PyKOBOACTBO aAMUHUCTpaTOPa 1.2

3. CncrtemMHble TpeboBaHUA

Z9§ BHumaHwme! Nepepg, yctaHosKol EamnHoro knuexTa JaCarta ybegutech B TOM, UTO KOMMbIOTEP COOTBETCTBYET
MWHUMaNbHbIM TpeboBaHMAM. CucTemHble TpeboBaHUA NpuseseHbl B Tabauue 5.

Tabnuuya 5

Tpe6oBaHue CopepikaHue

Windows XP SP3 (32-6uT)

Windows XP SP2 (64-6uT)

Windows Vista SP2 (32/64-6urt)
Windows 7 SP1 (32/64-6uT)

Windows 8 (32/64-6uT)

Windows 8.1 Update 1 (32/64-6urt)
Windows 10 (32/64-6uT)

Windows Server 2003 SP2 (32/64-6uT)
Windows Server 2008 SP2 (32/64-6uT)
Windows Server 2008 R2 SP1
Windows Server 2012

Windows Server 2012 R2

nOpAEp)KMBaeMbIe onepaunoHHble CUCTEMDI

JneKTpoHHbIe Kntoun eToken:

e eToken Anywhere
eToken CryptoPro
eToken PRO

e eToken PRO (Java)
eToken NG-FLASH
eToken NG-FLASH (Java)
eToken NG-OTP

eToken NG-OTP (Java)
eToken FOCT

MoaaepKMBaEMble MOAENN 3NEKTPOHHBIX 3neKTpoHHble Kntoun JaCarta:

Kntoyen e JaCarta CryptoPro

e JaCarta PKI

JaCarta PKI/Flash

JaCarta PKI/BIO

JaCarta PKI/BIO/TOCT

JaCarta PKI/FOCT

JaCarta PKI/TOCT/Flash

JaCarta PKI ¢ ¢pyHKuMel 06paTHOM COBMECTUMOCTM C NpoayKTamu KomnaHum Aladdin
JaCarta PKI/TOCT ¢ ¢yHKLMen 06paTHOM COBMECTUMOCTM C NPoAyKTaMmu KomnaHum Aladdin
JaCarta FOCT/Flash

e JaCarta TOCT

e JaCarta LT

USB-nopT (4159 ToKeHoB). [1ns cMapT-KapT HEOBXOAMMO HaMuMe NOAKIUYEHHOMO CHUUTbIBATENA
CMapT-KapT. [11A 31eKTPOHHbIX KAtovel B popm-dpakTope microSD MOXKHO MCNOIb30BaTb
cnepytoutee obopyaosaHme:

® pasbém microSD;

Heobxoaumble annapaTHble cpeacTsa e pa3bém SD yepes nepexogHuK microSD-to-SD;

e USB-nopT 4yepes nepexogHUK microSD-to-USB.

N5 3N1eKTPOHHbIX KAtoyel B dopm-pakTope microUSB MoXKHO MCNoIb30BaThb creaytoLee
obopynosaxue:

e USB-nopt 4yepes nepexogHuK microUSB-to-USB.

PekomeHayemoe paspelueHune akpaHa [na KoppeKTHoro otobpaxeHus nitepderica EanHoro kaveHTa JaCarta pekomeHayeTcs
YCTAHOBUTb pa3peLleHne MOHMUTOpPa He HuKe 1024x768

[LononxHutenbHoe MO [lnA Cnonb30BaHWA 3NEKTPOHHBIX Kntodeit eToken, a Tak e AnA UCNOAb30BaHWA NOHOM
YHKLMOHAIbHOCTM 31eKTPOHHBIX Katoueit JaCarta PKI u JaCarta PKI/TOCT ¢ dyHKumeit
06paTHOM COBMECTMMOCTM C NpoAayKTamu komnaHum Aladdin Heob6xogMmo, 4Tob6bI Ha

© 2015, "AnapauH P.A." Ctp.9



EAuHbIN KNneHT JaCarta

PyKkoBOACTBO agMMHUCTpaTOpa 1.2

Tpe6oBaHue

CopeprkaHue

KomnbloTepe 6bin1 yctaHossieH eToken PKI Client 5.1 SP1/SafeNet Authentication Client Bepcuu
8.0 SP2 n Bblwe.

[nA ncnonb3oBaHUA 31eKTPOHHbIX Katoyelt eToken CryptoPro u JaCarta CryptoPro Heobxoammo,
4yT0bbI Ha KOMMbloTepe 6bIN0 ycTaHoBAEeHO MporpammHoe obecneyeHuns ans pabotbl ¢ CK3U
Kpuntolpo ®KH CSP.

MO, KoTopoe HeobxoAMMO yAANUTL Nepes,
ycTaHoBKoM EanHoro knmeHTa JaCarta

Ecnun Ha KomnbloTepe yCTaHOBNEHO Caeaylolee NporpammHoe obecneyeHne, yaanute ero go
ycTaHoBKM EanHoro knuneHTa JaCarta:

e CCID Fix;

o Mogaynb noaaep:ku ana Signal-COM CSP (eToken for Signal-COM CSP);
e JC-PROClient;

e Mogaynb noaaep»xku JaCarta BIO gaa CriptoPro CSP (CryptoPRO BIO);

e Athena Micro SD Driver;

o Mogaynb noaaepku ana CPRO JSP (JaCarta for CryptoPro JCP);
e USB eToken Driver.

© 2015, "Anapgamu PO
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EAuHbIN KNneHT JaCarta PyKkoBOACTBO agMMHUCTpaTOpa

4. YcTaHOBKa EanHoro knueHta JaCarta

1.2

ZQS BHumaHume! Mepepg yctaHoBKoM EanHoro knveHTa JaCarta ybeamtech B TOM, YUTO KOMMNbIOTEP COOTBETCTBYET

TpeboBaHMAM, NpMBeAeHHbIM B Tabauue 5.

ZQS Bo nsbexkaHne BO3HMKHOBEHUA KPUTUUYECKOM CUCTEMHOM OLIMBKM He ycTaHaBMBalTe B pexume "silent
mode" (B TOM uncne yepes rpynnosbie NOAUTUKK) Bepcuto MO EamHbiii KaneHT JaCarta 2.6.6.929 nosepx

Bepcuu MO EgnHbivi knneHT JaCarta 2.7.0.X 1 Bbilwe. 3TO MOKET MPUBECTU K HEXKeNaTeIbHbIM
nocneacTBMAM BNAOTb 40 BO3HUKHOBEHMA BSOD.

ZES BHumaHwue! NO EanHbIit KnmeHT JaCarta yxke coaepxut moaynb JC-Client, noatomy He peKkomeHayeTcs
yctaHasausatb M0 JC-Client Ha KomnbloTep C ycTaHOB/EHHbIM EauHbIM KnneHTom JaCarta. OTaenbHan
[ononHUTeNbHan yctaHoBKa JC-Client moxeT HapywuTb HacTpolKkn EguHoro kaneHTa JaCarta v Bbi3BaTb

OWMBKM NPU NOCNEAYIOLMX YCTAHOBKAX M YAANEHUAX STUX NPUNOKEHWA.

Y106bI ycTaHOBUTL EAMHBIN KnneHT JaCarta BbINOHMTE caeaytowme AeNCTBUA:

1. B 3aBMCMMOCTM OT PA3pPALHOCTM ONEPALMOHHOM CUCTEMbI 3aMyCTUTE HYXHbIW $Gaia yCTaHOBKM

(cm. pasgen 2. OnucaHMe NaKeToB YCTaHOBKM).

Ecan Ha KomnbloTepe He yctaHosneH eToken PKI Client/SafeNet Authentication Client, oto6pa3utca

cnepaytolee okHo (cm. puc. 1).

MpeaynpexaeHue o6 otcytctemnn eToken PKI Client/SafeNet Authentification Client

ﬂ EanHemt knuent JaCarta X

Bac NpUBETCTBYET NPOrpaMMa yCTaHOBKH
EauHbii KnueHT JaCarta

Mporpamma Eamnbiit knueHT JaCarta ByaeT ycTaHoBNeHa Ha
KOMMbIOTEP. [ANs NPOAO/KEHNA HEXKMUTE KHOMKY «[anee>,

MPEAYNPEXAEHME: JaHHas nporpaMMa sallMuieHa 3aKoHaMm
06 aBTOPCKMX NPaBax ¥ MEXAYHAPOAHLIMA COrNALLEHUAMA,

< Hazaa ' fanee > 1 l OTMeHa

2.  Haxmute flanee > . OTobpasunTca cnegytoliee okHo (Cm. puc. 2).

© 2015, "Anapgamu PO
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EAuHbIN KNneHT JaCarta

PyKOBOACTBO aAMUHUCTpaTOPa

OKHO NpMBETCTBMA MacTepa YCTaHOBKKM EgmMHoro kKaneHta JaCarta

ﬂ EanHemt knuent JaCarta %

Bac npuBETCTBYET NPOrpaMMa yCTaHOBKH
EauHbiit KnuelT JaCarta

Mporpamma EanHbiit knneHT JaCarta ByaeT ycraHoBneHa Ha
KOMMbtoTep. [1Ns NPOAOITKEHUA HEXKMUTE KHONKY «[anee»,

MPEAYNPEXAEHVE: JaHHas nporpaMMa 3allMuieHa 3aKoHaMm
06 aBTOpPCKMX NPaBax U MEXAYHAPOAHLIMA COMNALLEHUAMA,

< Hazaa E fanee > i‘ OTMeHa

3.  Haxmute fanee > . OTobpasunTca cnegytolee okHo (cm. puc. 3).

© 2015, "Anapgamu PO

OKHO /INLLEH3MOHHOrO CornalleHuna

ﬁ EanHemt knuent JaCarta

BAXHO: A

MOXAJIVIICTA, BHVMATEJBHO IPOUMTAMTE [AHHOE JIMIEH3MOHHOE
COT'JIANIEHME, TMPEXOE UEM OTKPHT:L TIMAKET C [POTPAMMHHM
OBECIEUEHMEM W/WMIM MWCIONBb3CBATE ET0 COINEPXVMMOE M/WMIH
NPEXOE, UEM 3ATPYXATL WM VYCTAHABIMBATL [PCTPAMMHOE
OBECIIEUEHME.

BCE VYKASAHMA IIC MWMCICIIL30BAHMI) HACTOANETC [POT'PAMMHOIC

OBECIIEUEHNA (BrUOY¥a S tes OTpaHuYeH M BubmoTexru,
VTWJIATH, OQamne §OI8 CKadYueasEua c Web-cawmra, CD-ROM, %
The romom o v e = P e b -~ - v e TAT TR s YRR Y N e v~ —- TT .

(@9 NPMAMMAIO YCNOBUS NMUEH3MOHHOrO COrNaleHNs:

(O A He NDUHMMEIO YCOBUS NMLEHSMOHHOMO COrNALIEHNS

< Hasan ]I Danee > I[ OTMeHa

1.2

PucyHok 2

PucyHok 3

Crp. 12



EAuHbIN KNneHT JaCarta PyKkoBOACTBO agMMHUCTpaTOpa 1.2

4, I'IpquTaﬁTe NNUEH3NOHHOE cornaweHne

4.1.  Ecnu Bbl He cornacHbl € YCI0BUAMM NNLEH3MOHHOTO COrNaLllEHMA, MPEKPATUTE YCTAHOBKY, HAXKaB
OTmeHa.

4.2.  EcAv Bbl COTNACHbI C YCAOBUAMM NINLLEH3MOHHOIO COrNalleHus, Bbibepute NyHKT  npUHUMAIO
YC/I0BUA INLEH3UOHHOrO cornaleHmsa u Haxkmute fanee >. OTob6pasnTca cneaytolee oKHO
(cm. puc. 4).

OkHo Bblbopa NyTM 1 BUAA ycTaHOBKM EanHoro knverta JaCarta

ﬂ EavHet knuent JaCarta

BribepuTe BMA YCTaHOBKM,

...................................... o

@®Cranpaprras

4 ByAeT yCTaHOBNEeH CTaHAaPTHbI Habop KOMNOHEHT NPOrpaMMsl.
(TpebyeTca Bonblue MECTE Ha AWCKE.)

(O Buibopounas

Bbibop HeobxoanMbIX KOMMOHEHTOE NPOrpamMMel U Nanku, B
KOTOPOI OHM ByayT yCTaHOBNEHb!. PACCUYMTEHE Ha OMbITHBIX
nonb30BaTenei,

YcTaHoBKa EanHbiit knueHT JaCarta B:
C:\Program Files\JaCarta Unified Client\ | UsMeHuTb...

PucyHok 4

5. BbibepuTte BUA ycTaHoBKW: CTaHAAPTHAA 1M BbibopouHas.

6. [pn Heo6XoANMMOCTN BOCNOAb3yHTECh KHONKOM U3MEHUTD..., YTOObI U3SMEHUTb NMYTb YCTaHOBKM
EanHoro knmeHta JaCarta.

7. HaxmuTte lanee >. Ecam 6bin BbibpaH BMA ycTaHOBKM CTaHAapTHAA, oTobpasunTca oKHO (cm. puc. 5).
Ecnu 6bin BbIBpaH BMA ycTaHOBKM BbibopouHan, oTobpasntcs okHo (cm. puc. 6 u puc. 7).

© 2015, "AnapauH P.A." Crp. 13



EAuHbIN KNneHT JaCarta

© 2015, "Anapgamu PO

PyKOBOACTBO aAMUHUCTpaTOPa

YcTaHOBKa CTaHAAPTHOrO Ha6opa KOMnoHeHT EanHoro KnneHTa JaCarta

ﬂ EanHemt knuent JaCarta

5

X

HaxmuTe KHoNKyY "YCTaHoBUTL ", 4ToBbl Ha4aTb YCTaHOBKY EAMHBIN KNMeHT
JaCarta Ha KoMnblOTEP.

< Hasan 1E~.¥cranoswrbi‘ OTMeHa

BbibopoyHan ycTaHOBKA KOMNOHEHT EanHOro KamenTa JaCarta

ﬁJ EauHbiii knuenT JaCarta X

LLlenKHUTE 3Ha4YO0K B CUCKE HIDKe, YToBbl M3MEHUTL CNocob YCTaHOBKM KOMMOHEHTa.

- OnucaHue KOMNoHeHTa
EauHbm kKnuenT JaCarta

Habop KoMnoHeHTOB ans
JaCarta SecurLogon Enunsn'i KnueHT JaCarta.
Moaaepxka GuoMeTpim

CepBsepHble KoMnoHeHTs! RDP ana BuoMeTpiu

AN\ AaHHOr o KOMMOHEeHTa
TpebyeTtca 108MB Ha xecTKoM
AUCKe.

[ gpasxa Il [ <Ha3a¢1_ 1 Agnee> [ OTMEHaV

1.2

PucyHok 5

PucyHok 6

Crtp. 14



EAuHbIN KNneHT JaCarta PyKkoBOACTBO agMMHUCTpaTOpa 1.2

Bbibop cnocoba aBTomaTMUECKOro 06HOBAEHUA NPK BbIBOPOYHOM ycTaHoBKe EanHOro KaneHTa JaCarta

ﬁ EanHemt knuent JaCarta

Boibop cnocoba aBromaTnyeckoro obHoBREHHA:

(O YcraHasnusaTh 06HOBNEHUS SBTOMaTUHECKA,
(® NposepaTh HanM4Me HOBLIX OGHOBNEHMI, HO HE YCTaHABNMBATb WX,

(O He nposepaTh Hanuume oBHOBAEHMIA,

[ < Hasan ‘E YcTaHoBUTL ; [ OTMeHa

PucyHok 7
8. HaxmuTe YCTaHOBUTb N J0XKANTECH OKOHYAHWUA YCTAHOBKMU.
ﬁ‘ EanHemt knuent JaCarta

[oXAUTECh OKOHYaHUA YCTaHoBKM EanHbn knueHT JaCarta. 3To MoxeT

38HATb HECKONbKO MUHYT,

CocTosHue:

< Haszaa Aanee >

PucyHok 8

9. o 3aBepLlUieHMM YCTAHOBKM OTOBPasUTCA cnesytoliee OKHo (cm. puc. 9).

© 2015, "AnapauH P.A." Crp. 15



EAuHbIN KNneHT JaCarta PyKkoBOACTBO agMMHUCTpaTOpa 1.2

OKHO 3aBepLueHmna ycTaHOBKKN EanHoro knmeHTa JaCarta

ﬂ EanHemt knuent JaCarta %

MporpaMMa yCTaHOBKH 3aBepLIeHa

Mporpamma EamHbiit knneHT JaCarta ycnewHo ycTaHoBNeHa.
[N KOppeKTHOI paboTel BCEX KOMNOHEHTOB PEKOMEHAYETCA
nepesarpysuTb KOMNLIOTEP.

<tsan o

PucyHok 9

10. Haxkmute Fotoso.
11. Mepe3arpysnTe KOMNbIOTEP, EC/IM OTOBPA3UTCA COOTBETCTBYIOLLEE NPeaynpexXaeHme.

ZQS BHMMaHMe!

[ns ncnonb3oBaHMA 31EKTPOHHBIX Katovei eToken HeobxoamMmo, 4Tobbl Ha KOMMbloTepe Bbl TaK Ke
yctaHossieH eToken PKI Client 5.1 SP1 unu SafeNet Authentication Client sepcuu 8.0 SP2 u Bblwe.

[ns ncnonb3oBaHMA 31IeKTPOHHBbIX Ktovelt eToken CryptoPro u JaCarta CryptoPro Heob6xoamMmo, 4Tobbl Ha
KoMnbloTepe 6blN10 YyCTaHOBAEHO NporpammHoe obecnedyenus ansa pabotbl ¢ CK3U Kpuntolpo ®KH CSP.

OcobeHHOCTU YyCcTaHOBKM EanHbIN KNneHT JaCarta Ha OC Windows XP ¢
YCTaHOBNEHHbIM aHTUBMpYycomM Dr.Web

Ecnu yctaHoBkKa MO EamHblii knneHT JaCarta npoucxogmt Ha komnbtoTepe ¢ OC Windows XP u ¢
yCTaHOB/IeHHbIM aHTUBMpPYcom Dr.Web, To nepeg ycraHoskon MO EauHblit KaneHT JaCarta HeobxogmMmo
BbIMONIHUTL CeayoLme AeNCcTBUA:

1. 3anyctutb SplDer Agent, Ha)KaB 3HA4YOK m Ha naHenu 3a4a4 B 06/1acTn yBeAOMIEHUN.

2. Pasbnokuposatb SplDer Agent a/1a BHECEHMA U3MEHEHMIN HaKaB KHOMKY E (cm. puc.10).

© 2015, "AnapauH P.A." Crp. 16



EAuHbIN KNneHT JaCarta

3. B nosBMBLUEMCA OKHE Ha)KaTb 3HAYOK & Hactpoitku (cm. puc. 11).

4. B nosBuBLIEMCA OKHe BblbpaTb onuMio KoMnoHeHTbl 3awWwmTbl (cm. puc. 12).

© 2015, "Anapgamu PO

PyKOBOACTBO aAMUHUCTpaTOPa

Dr.Web ana Windows

Moit Dr \Weh

NuueHsuAa OcTanock 29 aH

VHCTPYMEHTE

KOMNOHEHTLI 3aLWMThI

3arpyska thainos 8%

CkaHep

B
®

> BEHEaE

Dr.Web ana Windows
Mol Dr Web
NuueHsuAa OcTanock 23 gH
MHCTPYMEHTE

KOMMNOHEHTH! 3aLLMThI

OBHOBNEHUE HE TpeByeTcA

oL

CkaHep

+ CEIEIERE

1.2

PucyHok 10

PucyHok 11

Crp. 17



EAuHbIV KnneHT JaCarta

5.

6.

Jac TPOrKK

HacTpoiku

CeHOBHbIE
Pogurentt KOHTROME
crAoYeHun

KomnoHeHThl 3awuTel

PyKOBOACTBO aAMUHUCTpaTOPa

Mapone

3alMLWATE NAPONEM HACTPOMKA Dr Web

Em

OTkn.

VIaMEHUTE Mapont

YnpaBnenue HacTpolikamu

V3MEHUTE v

Bbl MOKETE COXPAHWUTL HACTPOMKM NPOAYKTA Ha JKEeCTKMI AWCK B BUAE (halina,
MMNOPTUPOBATL WX M3 thalina MNK BOCCTAHOBMTE HACTPOMKA NO YMOMHEHUID.

1.2

PucyHok 12

B noasuBeLIeMcs OKHe BblbpaTb onuuio MpeBeHTMBHAA 3aW4MTa M YCTAaHOBUTL NapameTp Paspelwwatb B

COOTBETCTBMU C PUCYHKOM 13.

(© KoMmnoHeHTBbI
3aLNTHI

SplDer Guard
SpiD

SplDer Mail
AHTUCTEM
EBpaHgmay

[pEBEHTUEH

YpoBeHb 6n0oKUpOBKM NOAO3PUTENBHBIX AeHCTBUIA

MonL30BaTENLCKUA

v |

3awmwaemblit 06 beKT

Paspewatb

ChpawWeaTs

=lof x|

3anpewars

LIenocTHOCTE 3anyLUEHHBIX NPUAOKEHMA
LlenocTHOCTE haltnoe NoNeL30BaTENENR
®ainn HOSTS

HW3KOYPOBHEBbIA AOCTYN K AUCKY
3arpyska Apaieepos

NapamMeTpel 3anycka NPUNoKEeHW (IF ..
Opaiteepsl MyNbTUMEAMIAHEIX YCTPORCTE
NapameTpel 0Bonoykd Winlogon
HoTudMkaTopsl Winlogon

ABTO3ANYCK 0BON0YKM Windows
ACCOLMALMM MCNONHAEMBIX (haIMN0E
MOAUTUKW OFPEHMYEHUA 3aNyCKa Npor...
NnaruHel Internet Explorer (BHO)
ABTO3aMYCK NPOrpam

ABTO3ANYCK NOAUTUK

KoHturypauua Ge3onacHorg pexuma
NapameTpsl MEHEMKEPa CECCHIA

CUCTEMHBIE CRYKEEI

@ O00j®®®00®®®®®®0 000

O|0|0|0|0|0|®|O0|O0|0|0|O|O|0|0 00K

0O®®000|0j®O0|0|0|0|0|® ® ®®

PucyHok 13

3aKpbITb OKHO HacTpoiiku 1 yctaHoBMTbL MO EAnHbIN KaneHT JaCarta (noapobHee cm.pasaen 4.
YcraHoBKa EanHoro knmeHta JaCarta).

© 2015, "AnagauH P.O."
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EAuHbIN KNneHT JaCarta PyKkoBOACTBO agMMHUCTpaTOpa 1.2

A BHuMaHMe!

Ecnam npu yctaHoBke MO EauHblin kKnneHT JaCarta, 6yaeT BbibpaHa onuva YctaHaBAnBaTb 06HOBAEHUA
aBTOMaTUYECKMU 1aun onuusa NpoBepaTb HalMuMe HOBbIX O6HOBNEHUIA, HO HEe YCTaHABAMUBATb UX, TO NoC/e
nepesarpysku OC MOXKeT NOABUTCA CneaytoLLee OKHO (cm. puc. 14).

& JaCarta Unified Client

Application name & JaCarta Unified Client

Application path: C:\Program Files\WJaCarta Unified ClienttWJaCartaUC.exe
Digital signature: % Not signed

Address: top:ff217.23.142.74 (www.aladdin-rd. ru)

Port: 80 (www-http)

Direction: Outbound

There is no appropriate rule for this application

Create rule... Block once Allow once

PucyHok 14

Mocne nosagaeHNa 4aHHOTO OKHa HeoBXoAMMO co3aaTb nNpasmno gaa Dr.Web, cornacHo koTopomy MO
EaunHbIii KnmeHT JaCarta cmoxkeT obpaltatbea no agpecy www.aladdin-rd.ru gns npoBepKu Hanuums
O06HOB/IEHUI U UX YCTAHOBKM.

[nsa co3paHua npasBuia cneayer HaxKaTb KHoOMKy Create rule...

[anee B nossuBLIemca OKHe (cm. puc. 15) cneayet Bbib6paThb:
Allow network connections for application on 80,

Allow all network connections

mnu Create custom rule n Ha>kaTb OK.

© 2015, "AnapauH P.A." Crp. 19
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EAuHbIN KNneHT JaCarta PyKkoBOACTBO agMMHUCTpaTOpa 1.2

£&3Dr.web Firewall = x|

JaCarta Unified Client

Application name & JaCarta Unified Client

Application path C:\Program Files\WaCarta Unified Client\JaCartaUC.exe
Digital signature: % Not signed

Address tep:Af217.23.142.74 (www. aladdin-rd.ru)

Part 80 (wwew-http)

Direction Outbound

B Apply predefined rule

Allow network connections for application on port 80 {(www-http) v

Allow netwark connections for application on port 80 (www-http)

Block network connections for application on port 80 (www-http)
Allow all network connections
Block all network connections

(#) Details oK | ) cancel
——
PucyHok 15
B cnyyae, ecnv 6bi1a BbibpaHa onuma Create custom rule, 40/1KHO NOABUTLCA CeAYOLLEE OKHO
(cm. puc. 16), B KoTopom HeobxoamMmo HaxKaTb OK ans 3aBeplieHus.
@Dr.Web Firewall E 5I
JaCarta Unified Client
Application name: & JaCarta Unified Client
Application path C:\Program Files\aCarta Unified Client\JaCartalC.exe
Digital * Not signed
Address top217.23.142.74 (www. aladdin-rd.ru)
Port: 80 (www-http)
Direction: Outbound
B Apply predefined rule
| Create custom rule v I
Rule name: lA"OWleV4Z.-'f21?.23.142.74ZBU |
Description: ’Rule description I
Action: ’Allow packets - |
Network protocol: ’ 1Pyd - | Transport protocol: ’TCF’ - ‘
Direction: ’ Outhound - | Logging: | Off - ‘
Remote address: ’ Equal - | Remate port: | Equal - ‘
[217.23.14274 |
v_\'/:;_] Details oK I Cancel
T — I
PucyHok 16

© 2015, "AnapauH P.A." Ctp. 20



EAunHbINA KnneHT JaCarta PyKOBOACTBO aAMUHUCTpaTOPa 1.2

OcobeHHOCTU oTobBpareHnA NANTKN YrpasneHue TOKeHOM nocne
YCTaHOBKM EANHBbIN KNneHT JaCarta

Mocne yctaHoBKM EanHoro knveHta JaCarta, ecnm Bo Bpems yCTaHOBKM 6bin1 BbIBpaH BUA YCTaHOBKM
CTaHAapTHaA 1K e bbln BbIOPaH BUA, YCTaHOBKM Bbl6opouHas ¢ ycTaHOBKOWM KoMnoHeHTa JaCarta
SecurLogon, To nepes, MmomeHTOM Bxoga B OC ByaeT oTobpakaTbca NaMTKa YnpasieHue TOKEHOM
(cm. puc. 17).

admin_test

admin_test

user_test

YnpasneHue TOKEHOM

PucyHok 17

OTMeHWTb 0TOBpaXkeHMe 3TON NIUTKM MOMKHO ABYMSA Cocobamu:

1.

1.1.
1.2.

1.3.

B cnyyae, ecnm y nonb3osaTtens ectb AnLeH3ua Ha JaCarta SecurLogon Heo6x0AMMO BbINONHUTb
cneayoue aencTems:

HakaTb coueTaHue knasmw Win+R, B noasmsemca okHe Beectu gpedit.msc 1 HaxaTtb OK.

B nossuBLIEMCA OKHe 3aiTu B KoHOUIypauma Komnbtlotepa —> AAMUHUCTPaTUBHbIE WabaoHbl —>
KomnoHeHTbl Windows —> JaCarta SecurLogon.

BbibpaTb napameTp ShowTokenManagelLogonScreen v ycTaHOBUTb eMy 3HayeHMe OTKAKOYEHO.

B cnyuae, ecnum y nonb3osaTens HeT AnLeH3uK Ha JaCarta SecurLogon oTMeHUTb oToBpaXKeHne NANTKN
YnpaBaeHne TOKEHOM MOXHO TO/IbKO yaanune KomnoHeHT JaCarta SecurLogon. 1na storo HeobxogmMmo
3auTu B MaHenb ynpasneHusa —> Mporpammbsl U KOMNOHEHTbI —> EAWHbIN KnneHT JaCarta n Bbi6paTh
onumto U3meHuTb. [Mocne yero nckaUnTL KomnoHeHT JaCarta SecurLogon 13 ycTaHOBAEHHbIX
KOMMOHEHTOB.

© 2015, "AnapauH P.A." Crp. 21



EAuHbIN KNneHT JaCarta PyKkoBOACTBO agMMHUCTpaTOpa 1.2

5. YnaneHune EanHoro KnuneHta JaCarta

Y1060l yaanutb EanHbIN KAneHT JaCarta, BbINOAHUTE CAeayloLLne AeNCTBUSA:

1.

[ Mporpammei i KOMMOHEHTSI - O X
<« v 4 m <« Bce 3nemenTbl nanenn ynpaenenua > [porpammel  KOMNOHEHTbI v 0 Mouck: Mporpammel n komno... QO
Manens ynpasnenna — y
AOMALLIHAR CTPaHMLLa AaNeHne Uan U3SMEHEHWE NporpaMmbl
MpocMoTp ycTaosREHHBIX [ns yaaneHns nporpaMmbl sbiBepuTe e B cnncke u WwenkHuTe "Yaanute”, "Vismenuts” wnm "BoccraHosuTe”
0BHOBNEHMI
& Birouenme unu oTkaroueHme B==
RS HORErE O WA YnopaaouuTte EmennTe  BoccTanoeuTte EEES 0
Wma Wzpatens Ycranosne.. Pasmep Bepcua A
ﬁ EanHbii knuent JaCarta Aladdin R.D. 30.10.2015 114MB 2.8.0.1385
% NMaker gpaiisepos Windows - Athena Smartcard Solut... Athena Smartcard Solutions  30.10.2015 03/02/201¢
% Maxer gpaiiepos Windows - Athena Smartcard Solut... Athena Smartcard Solutions  30.10.2015 01/07/201¢
& NMaer gpaiieepoe Windows - Athena Smartcard Solut... Athena Smartcard Solutions  30.10.2015 01/07/201¢
& Maxer gpaiieepos Windows - Athena Smartcard Solut... Athena Smartcard Solutions ~ 30.10.2015 07/12/201:
P Mavcne nns £+ NANINCD AN © LR £+ 20 10 N1 AND1 N1
<
Q Aladdin R.D. Bepcua npogykra:  2.8.0.1385 Cebinka Ha cnyxBy... http://www.aladdin-rd.ru
O‘ Ccoinka cnpasku:  http://www.aladdin-r... Ceeaerna 06 o6Ho...  http://www.aladdin-rd.ru

B MaHenu ynpasneHua sBbibepuTe NyHKT Mporpammbl 1 KOMNOHEHTbI. OTO6Pa3nTcA cieaytoLlee OKHO

(cm. puc. 18).
OKHO Nporpammbl M KOMMNOHEHTbI

PucyHok 18

B crncKe ycTaHOBAEHHbIX NPOrpaMmbl OTMETbTe NYHKT EauHbIN KaneHT JaCarta 1 HaskmuTte YaanuTb.
OTobpasunTca cneaytouee oKHoO (cm. puc. 19).

OKHO npeaynpexaeHus ob yaaneHmm EguHoro kanexTa JaCarta

Mporpammel U KOMMOHEHTBI

| Bbl geiicTenTENbHO XOTUTE yAanuT “"EanHbIl knnenT JaCarta"?

[] Bonblue He nokasbiBaTs 370 AMNCrOBOE OKHO Her

PucyHok 19

Haxkmute Oa, utobbl NOATBEPAMTL ONepaunto. YaaneHune EguHoro kaneHta JaCarta 3aimér

HeKoTopoe Bpems.
Mo 3aBepLeHUN yaaneHus Bbl MOXKETE 3aKpbiTb OKHO Mporpammbl U KOMMOHEHTDI.

© 2015, "AnapauH P.A." Crp. 22



EAuHbIN KNneHT JaCarta PyKkoBOACTBO agMMHUCTpaTOpa 1.2

6. O630p NONb30BATENBLCKOro MHTEpPpenca

6.1. MeH10 6bICTPOro 3anycKa

MeHto 6bicTporo 3anycka EguHoro knneHTa JaCarta oTobpaskaerca Ha NaHenu 3a4ad B 061acTu
yBELOMNEHWI B BUAE 3HauKa 4.

YT706bl OTKPbITb MEHIO, HAXKMWUTE Ha 3HAUYKE MPaBOIt KHOMKOW MbILLK — MeHI0 ByeT MUMETb cneayowwmii Bua,
(cm. puc. 20).

MeHto HbICTpOro 3anycka

&  Epvnbiii knvenr JaCarta...
Hactpoiiku...

O Eanrom knuente JaCarta...

Bt
PucyHok 20
OnucaHue NYHKTOB MeHI0 BbiCTporo 3anycka npueegeHo B Tabsumue 6.
lYHKT meHto OnucaHue
EauHbIf KnneHT JaCarta... OTKpbIBaeT OKHO OCHOBHOTO MHTepdelica EauHoro KnueHTa JaCarta (noapobHee cm. noapasgen 6.2.
OcHoBHOI MHTepdEiiC).
HacTtpoitku... OTKpbIBAET OKHO, NO3BOAAOLLEE PeAaKTUPOBaTh 06LMe HAacTpoWKK EamMHoro knnexTa JaCarta (nogpobHee
cM. pa3gen 7. Hactpolika pabotbl EamMHoro knuenta JaCarta).
O EanHom knueHTe JaCarta... OTo6paskaer ceeaeHuUn 06 yctaHoBeHHOM 3K3emnasape EguHoro kamnerTa JaCarta (cm. puc. 21).
Boiitn CKpbIBaeT 3Ha40oK & 13 061acT1 yBeAOMIEHUI HA NaHen 334a4 M OCyLLecTBAAET BbIxoa, U3 EanHoro
KnueHTa JaCarta.
Tabnuya 6
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EAuHbIN KNneHT JaCarta

PyKOBOACTBO aAMUHUCTpaTOPa

1.2

& 0 nporpamme Eguneiii Knuent JaCarta

EnnHbii KaneHT JaCarta

Bepcua 2.8.0 Cbopka 1402

TexHnueckan nogaepixka:

+7 (495) 223-0001 (mHoOrokaHaneHbIN)
aladdin@aladdin-rd.ru

[laHHas nporpamma 3aLuLLeHa 3aKoHoM 06 aBTOpPCKUX Npasax u
MEXKAYHAPOAHBIMMW COrNaLueHnaMIU. HesakoHHOE BOCMpOU3BEAEHME W/ UK
pacnpocTpaHeHne AaHHON Nporpammel U/uan Ntoboit e€ vacTn Bnevér
rPakAaHCKYH, 3AMWHWUCTPATUBHYH W YIONOBHYHO OTBETCTBEHHOCTD B
COOTBETCTBMM C 3aKoHoAaTeENbCcTBOM Poccuiickoli ®eaepauyun.

© 1995 - 2015, 3A0 "Anagawn P.JL." Bce npasa 3aLymLLeHb!

6.2. OcHoBHOM UHTEepdenc

PucyHok 21

YT106bl OTKPbITb OCHOBHOE OKHO M0/1b30BaTENLCKOrO MHTepdeiica EgmMHoro knneHTa JaCarta BbinoaHUTE
O[HO U3 ceayroLWmnX 4eNCTBUN:

o HaxmuTe Ha 3Hauke ¥ NpPaBoOM KHOMKOM MbILIX M B KOHTEKCTHOM MeHI0 BbibepuTe EQUHDBIN KNneHT
JaCarta.

nn

e B meHto MNyck BbibepuTe Bce nporpammbl > AnagguH P. . > EanHbIi KaneHT JaCarta.

OKHo 6yaeT BbIrnageTb cneayolwmm obpasom (cm. puc. 22).

© 2015, "Anapgamu PO
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EAuHbIN KNneHT JaCarta PyKkoBOACTBO agMMHUCTpaTOpa 1.2

OcHOBHOE OKHO N0Nb30BaTE/bCKOIO MHTep(beVlCE\

& Egunbii knuent JaCarta — O X
EAQnHbIM KNneHT JaCarta Ananf )™
JaCarta
JaCarta
Haz3eaHwue JaCarta PKI

Mpunoxenna  PK| CmeHuTb PIN-KOA

BezonacHeil docmyn K pecypcam

Homep mogenu JC200

Hazoeume 3mom HOMep npu 0BPaWEeHUU 8 MEXHUYECKYH) NOOJepXKY.

¢ Hacrpoiiku

. [MepeknioynTbCa B pexnm
L 3AMUHWUCTPUPOBaHNA

PucyHok 22

B BepxHeit 4acT1 1eBOI NaHeNn 0TOBPaXKaoTCA NOACOEANHEHHbIE K KOMNbIOTEPY 3NEKTPOHHbIE KoUK,
3HAYOK 3/1IEKTPOHHOrO KAto4Ya 3aBUCUT OT TMMA 3TOrO 3/1eKTPOHHOTO K/oYa. BUabl 3HAUKOB 3NEKTPOHHBbIX
K/lOYei 1 onuncaHue COOTBETCTBYHOLLMX UM TUMOB NPUBeAeHbI B Tabauue 7.

Mpun HaXaTuu Ha I0roTUN KOMMAHUW B BEPXHEM MPABOM Yr/ly OKHa — NOABUTCA OKHO CO CBEAEHUAMU O
nporpamme EauHbIi KaneHT JaCarta (cm. puc. 21).

Tabnvua 7

U306pakeHune OnucaHue

MicroUSB TokeH
L))
H USB TokeH JaCarta B Kopnyce nano

E .: USB TokeH JaCarta B Kopnyce mini
HI‘ USB TokeH JaCarta B kopnyce XL

© 2015, "AnapauH P.A." Crp. 25



EAuHbIN KNneHT JaCarta PyKOBOACTBO agMUHUCTpaTOpa 1.2
N306paxkeHune OnucaHue
- Cmaprt-KapTa
H- eToken PRO, eToken PRO (Java)
HIEE eToken NG Flash, eToken NG-FLASH (Java)
—
ngi‘l eToken NG OTP, eToken NG-OTP (Java)
—
Hn TN 3NEKTPOHHOTO K/Il0Ya He onpesaenéx
DNEKTPOHHBIN Kntod B popm-dakTope MicroSD
DNEKTPOHHBIV KN4 HAXOAUTCA Ha CTaAuu onpeaeneHns
Tabnuya 7

B HMXKHEeM YacTn 1eBOM NaHen OCHOBHOIrO OKHAa EamHoro knveHTa JaCarta PacnoNoXeHbl CCbINNKU:

e HacTpoiku — oTobparkaeT OKHO HacTpoek EgmHoro kaneHTa JaCarta (cm. pasgen 7. HacTpoika paboTbl
EanHoro knvexTa JaCarta);
o [lepeKnounTbca B PeXXUm agMUHUCTPUPOBAHUA/NONb30BATENA — NO3BO/IAET NEPEKNOYNTb EANHbIN
knueHT JaCarta B peXxmm aAMUHUCTPATOPA AN B PEXUM NONb30BaTENA COOTBETCTBEHHO.

B ueHTpanbHOM YacTM OKHA CBEPXY OTOOpPAXKaeTcs MEeTKa 3/IEKTPOHHOTO K/to4a, BbIOPAHHOIO B J1IEBOM

naHenun. OTobpaskeHne OCTasibHbIX 31EMEHTOB 3aBUCUT OT BbIBPaHHOTO pexuma (cm. 6.2.1. Pexkum

nosnb3oBatena un 6.2.2. Pexxum agMmuHucTpartopa).

6.2.1. Pexxum nonb3oBaTtenn

OKHo EanHoro knveHTa JaCarta B pexunme no/ib3oBaTeNs BbIrAANUT caeayowmnm obpasom (cm. puc. 23).

© 2015, "Anapgamu PO
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EAuHbIN KNneHT JaCarta

PyKkoBOACTBO agMMHUCTpaTOpa 1.2

OKHO B peXume nosb3oBaTtena

& Eaunbiii knuent JaCarta — O X

EonHbIA KNneHT JaCarta AnaA: Anu)"‘

Hacrpoikun

MepeknioyYUTECS B PEXUM
J agMuHMCTpUpPOBaHWA

JaCarta

HazeaHue JaCarta PKI

MpuaoxeHna  PK| CmeHuTs PIN-KOA

BesonacHell docmyn K pecypcam

Homep mogenu JC200

Hazoeume 3mom HoMep npu 06paweHuU 8 MEeXHUYECKYI0 NOODepXKY.

PucyHok 23

OnucaHune uHTepodelica EgnHoro knneHta JaCarta B pexknme nonb3oBaTtens npuseaeHo B Tabaunue 8.

Tabnuuya 8

Mone OnucaHue
HasBaHue Ha3BaHue mogenu Bbl6paHHOr0 3/1EKTPOHHOrO K/to4a.
anno)l(eHMﬂ Cnucok npwnomeHMﬁ B NamMmATU BblﬁpaHHOFO 3/IEKTPOHHOrO K/koYa. 3,u,er TaKXe pacnosioXeHa KHOMKa

i, KOTOpas NO3BOJIAET NO/Ib30BATEN0 CMEHWUTb NAPO/b NO/Ab30BaTENA BbIGPAHHOMO 3/1EKTPOHHOTO KAtoua
(onucaHmne npoueaypbl CMEHbI MAapoJisA NOJIb30BaTeNA NPUBEAEHO B AOKYMeHTe [EAMHDBIN KaneHT JaCarta.
PykoBoAacTBO nosib3oBatens]).

Homep moaenu

Homep moaenu BbI6paHHOro 3N1EKTPOHHOTO K/toua. B cnyyae BO3HUKHOBEHMA Npo6aem Npu UCNoNb30BaHWUM
No/1b30BaTE b AO/IKEH COOBLUNTL STOT HOMEP B CNYXKOY TEXHUYECKOIN NMOALEPHKKM.

Tabauya 8

Mpv Hanuuum obHoBNEHWI Ansa EaMHOro KnneHTa JaCarta HUXKe oTobparkaeTcs yBeLOMNEHUE CO CCbINIKOM,
NO3BO/IAOLLEN YCTAHOBUTL 3TO O6HOB/IEHME.

© 2015, "Anapgamu PO
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EAuHbIN KNneHT JaCarta PyKkoBOACTBO agMMHUCTpaTOpa 1.2

6.2.2. PeXnuM agMUHNCTPATOPA

Mpu nepexoae B pexMm agMUHUCTPATOPa B OCHOBHOM OKHe uHTepdelica EamHoro kavenTa JaCarta
NoABAAITCA BKNagKku. OnucaHue BKNALOK NpuseseHo B Tabauue 9.

Tabnuuya 9

BKknapgka OnucaHue

MHpopmauus o TokeHe Ha aToii BKnaake oTobpaskatoTcs obLime cBeAeHMA 0 BbIBPaHHOM 3/1IEKTPOHHOM Kitode. YTobbl 0TobpasuTb
noapobHble cBeaeHus, HaxkmuTe MoaHaa nHpopmaums... (MoapobHee cm. "Brknaaka MHPopmaums o TokeHe").

PKI Bknagka oTobparkaeTca, ecnm Ha BbIBpaHHOM 3/1EKTPOHHOM KAKOYe YCTaHOB/IEHO npuaoxeHue PKI.
PKI\BIO BknaZka oTobpaskaeTcs, ecnv Ha BbIBPaHHOM 3/IEKTPOHHOM K/to4e ycTaHoBAeHO npunoxexue PKI/BIO.
rocrt Bknaaka oTobparkaeTcs, ecim Ha BbIBpaHHOM 3/1EKTPOHHOM KAkoYe YCTaHOB/IeHO npunoeHune FOCT.
STORAGE Bknagka oTobparkaeTcs, ecnu Ha BbIBpaHHOM 3/1EKTPOHHOM KAtode ycTaHoB/IeHO npunoskeHne STORAGE.
DKH Bknagka oTobparkaeTca, ecnm Ha BbIGPaHHOM 3/1EKTPOHHOM KJ/ItOYe YCTaHOB/IEHO NpuaoxeHne GKH.
SecurLogon Bknagka oTobparkaeTcs, ecnm Ha BbIGPaHHOM 3/1EKTPOHHOM K/HOYE YCTaHOB/IEHO OAHO U3 CAeayoLWnX

npunoxenui: PKI, PKI/BIO, TOCT unun STORAGE.

Tabauya 9
BKknagka NHdopmMayma o ToKeHe
Bknagka UHPopmauma o TOKeHe umeeT creayowmin Bug (cm. puc. 24).
Bknagka MHPopmaums o TOKeHe
& Eaunbii knuent JaCarta - O X

EanHbIA KnneHT JaCarta wf Ann)"‘

JaCarta

JaCarta WHpopmauua o ToKeHe : PKI SecurLogon

HasBaHue JaCarta PKI
Mpunoxexuna PKI
Homep mogenn JC200

CepwWiiHbIA HOMep  0B52001737489243
O6BEM NamaTn 72KB

CeoboaHoW namatn 44KE (62%)

[onHas UHBOPMAUUS...

Hacrpoiikun

népEKJHO‘-IMTbCR B pexXum
none30BaTens

PucyHok 24
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EAuHbIN KNneHT JaCarta PyKkoBOACTBO agMMHUCTpaTOpa 1.2
OnucaHue oTobparkaembix Nosiel Ha BK1aaKke MHpopmauma o TokeHe npuseseHo B Tabamue 10.
Mone OnucaHue
HasBaHue Ha3BaHue moaenun Bbl6paHHOr0 3/IEKTPOHHOTO K/1lo4a
anﬂO)KEHVIH anﬂO)KEHVIH, YCTaHOB/IEHHbIE Ha Bbl6paHHOM 3/1EKTPOHHOM K/lloye
Homep moaenun Homep moaenun Bbl6paHHOI’0 3/IEKTPOHHOrO K/1Ko4a
CepuiiHblii Homep CepwiiHbIii HOMep BbIGPAHHOTO SNEKTPOHHOTO KAto4a
06béM namaTtn MoNHbIN 06bEM NAaMATU BbIBPAHHOMO 31EKTPOHHOTO KAoYa
CBoboaHOM NamATH 061BEm cBOBOAHOW NamATU BbIOPAHHOTO 3N1EKTPOHHOTO K/to4a
Tabauya 10
Hwuxe pacnonaraeTca CCblaKa MonHaa nHpopmauyms..., HaxkaTne Ha KOTOPYIO OTKPbIBae€T OKHO C
noApo6bHbIMU CBEAEHUAMMU O BbIBPAHHOM 3/1EKTPOHHOM KAtode (cm. puc. 25).
I'Io,u,po6Haﬂ VIHd)OpMaLI,VIﬂ O TOKeHe
&£ MoapobHas nHpopmauma o ToKeHe X
WUudopmaums o cuntoisarene
HazeaHue cunTbieatena ARDS JaCarta 0
WUndopmauyms o tokene
Wmsa ycTpoiicTtea JC200
CepwitHbIi HOMeEp YKuna 0B52001737489243
[ata npouzeoacTtea 2012-10-29
Mogene JaCarta PKI
Obuwas namate 73728 bawr
Wudopmaumsa o npunoxernnn PKI
Annner Laser
Wmsa JaCarta
CepuitHbIN HOMEP NPUNOXKEHUA 0B52001737489243
CeobogHaa namate 45772 banut
Onuna PIN-koaa [4..16]
PIN-kog YCTaHOB/EH
Makc. noneitok eeoaa PIN-koaa 10
Ocrtanoce noneitok eeoga PIN-koga pin: 10
Anuna PIN-koaa agMuHucTpatopa [4..16]
Makc. noneitok Beoaa PIN-koaa agMuHucTpatopa 15
Octanoce noneitok eeoga PIN-koaa agmuHncTpatopa 15
Cnocob ayteHTudukaumm PIN-kog
Cnocob ayTeHTudUKaLUUN 3gMUHUCTPaTOPa PIN-kog
Moaaepxka BuomMeTpun Her
PucyHok 25

OnucaHve NpefocTaBaseMoit MHGopMaLum o ToKeHe NpuBeaeHo B Tabanue 11.

© 2015, "Anapgamu PO

Crp. 29




EAuHbIN KNneHT JaCarta

Tabnnua 11

CeKuuna

PyKkoBOACTBO agMMHUCTpaTOpa 1.2

Mone

OnucaHue

MHpopmauus o cuuTtbiBaTene

HasBaHwue cunTbiBaTENA

HasBaHwue ucnon b3yeMoro c4mntbiBaTena

MHdpopmaumn o TokeHe

Mms ycTpoiicTea

NUma Bbl6paHHOI’O 3/1EKTPOHHOrO KNKo4a

CepuitHbIN HOmMep yMna

CepuitHbIi HOMepP MUKPOCXeMbl BbIBPAHHOTO 3/IEKTPOHHOIO KAtoua

Mogaenb

Mogaenb Bbl6paHHOI’O 3/1EeKTPOHHOr0 KNKo4va

O6wan namaTb

06bEM NamATH BbIGPAHHOTO 3/IEKTPOHHOTO KJtoYa.

NHpopmaLma o NpuaoKeHnn

Annnet

HasBaHue ncnonb3yemoro annneta BbI5paHHOI’O 3/1IEKTPOHHOrO K/lloYa.

Nma

MeTka Bbl6paHHOr0 3/IEKTPOHHOTO K/1koYa.

CepuiHbIN HOMEp NPUNONKEHUA

CepuitHblit Homep BbIGPAHHOTO 3IEKTPOHHOTO KAtoYa.

T
g B cnyyae ¢ aNeKTPOHHbIMU Kato4amm eToken cepuiiHblit Homep
MOMKET OT/IMYATBLCA B 3aBUCHMOCTU OT NPUNOXKEHUS.

CeoboaHasA namaTb

O6bém cBOHOAHON NAaMATH BbIGPAHHOTO 3/1IEKTPOHHOTO KAkoua.

[OnvHa PIN-koga

Konunuectso cumBonos PIN-koaa nonb3oBaTtens ans BblbpaHHOro
NPUNOXKEHUA.

PIN-koz,

CraTyc PIN-KoZa no/sib30BaTeNA NPUAOKEHUA: YCTAHOBNEH/HE
YCTaHOBAEH.

Makc. NonbiTok BBoga PIN-kKoaa

MakcMmanbHO AONYCTUMOE YNCA0 HEBEPHbIX MOCNef0BaTe/IbHbIX
nonbiTok BBoAa PIN-Koga nonb3osaTens.

OcTanocb nonbIToK BBoAa PIN-
Koaa

Yumcno HeBepHbIX NnonbiTok BBoAa PIN-koaa nonb3oBatena fo
610KMPOBKM BO3MOXKHOCTM Ucnonb3oBaHua PIN-Koga nonb3osatens.

OnnHa PIN-koga
agMUHUCTpaTopa

[nvHa PIN-Kofa agMUHUCTpaTopa BbIGPaHHOrO NPUIOKEHUA.

Makc. NonbiTok BBoAa PIN-Koaa
agMUHUCTpaTopa

MaKcMManbHO JOMYCTUMOE YMCN0 HEBEPHbIX NOCNEA0BaTE/IbHbIX
nonbIToK BBoAa PIN-Ko4a agMMHMUCTpaTOpa.

Octanocb nonbiTok BBoaa PIN-
KoAa aAMMUHKCTPaTOpa

Yucno HesepHbIX NonbITOK BBoAa PIN-kKoga nonb3osatens Ao
610KMPOBKM BO3MOXKHOCTM UCNONb30BaHMA PIN-Koga agMuHUCTpaTopa.

Cnocob ayTeHTUdUKaLMM

YCTaHOBNEHHbIN cnocob ayTeHTUGMKALMM ANs BbIGPaHHOTO
NPUNOKEHUSA.

Cnocob ayTeHTUdMUKaLMM
aAMuHUCTpaTopa

YcTaHOBNEHHbI CNocob ayTeHTUOUKAL MM agMUHUCTPaTOPa.

Bepcua npunoxeHus

Bepcus ycTaHOBAEHHOTO NMPUNOKEHMA (TONbKO A5 Npunoxenus FOCT).

Konuuectso Kntoueit

KonnyecTBo CEKPETHbBIX KAOYEN B MPUNOKEHUM (TONBKO ANA
npunoxenusa rOCT).

Konunuectso o6bekToB

KonunyectBo 061bEKTOB B NPUIOKEHUM (TONLKO AN npunoxenms FOCT).

Pexum npeabasieHmns Kaoda
aAMUHWCTPATOpa

YCTaHOBNEHHbI pexknum GopMbl MpesbABAEHUA Koua
afMUHUCTPaTOpa.

© 2015, "Anapgamu PO
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EAuHbIN KNneHT JaCarta PyKkoBOACTBO agMMHUCTpaTOpa 1.2

7. HacTponKa paboTbl EQUHOM0 KNNEHTA
JaCarta

OkHo Hactpoitkun EamHoro knveHTa JaCarta MoKHO BbI3BaTh 4BYMs crnocobamu:

e HaXmuTe NpaBoi KHOMKOM MbILIM Ha 3HaYKe # B o6nactu yBeaoMIeHU 1 BbibepuTe HacTpoiiku...

Hacrpowku

® B /ieBOM HUXKHEM Yrny OCHOBHOIO OKHa EanHoro kaveHTa JaCarta HaxmuTe
OTobpasuTca cnegylouee oKHO (CM. puc. 26).

HacTtponku EanHoro KnveHTa JaCarta Ha BK/1agKke OCHOBHbIe

K'Yy Hactpoiikun X
OCHOBHbIe [AunarHocTuka SecurLogon Jlorupoeaxune
O6HoeneHue He npoeepate o6HOBNEHNSA v

Konuposate cepTudukaThl B NOKaNBHOE XPaHWAMLLE

OToBpaxkaTe 3Ha4CK NPUNOXKEHNA B 06NaCTH yBEAOMAEHNI

Coc ] orer

PucyHok 26

OkHo HacTtpoliku EgmuHoro knneHTa JaCarta coaepKuT TP BKNAAKM:

e OcHOBHble

e JlnarHocTumKa

e SecurLogon

e JlormposaHue

OnucaHuMe HacTpoek Ha BKIaaKe OCHOBHbIe NpuBeLeHO B Tabaumue 12, nocne MU3MeHeHMs HacTpoeK
cnepyet Haxatb OK, 4TO6bI COXpaHWUTb U3MEHEHMA.

Tabnuua 12

HacTpoiika OnucaHue

CrMCOK COAEPIKMUT TPU NYHKTa:
o He nposepsATb 06HOBNEHWSA - EAMHBIV KnneHT JaCarta He ByaeT NnpoBepATb HanUuMe 06HOBNEHU;
O6HosneHne o [lpoBepATb 06HOBNEHMsA - EguHBIN KAneHT JaCarta byaeT npoBepATb Hannune o6HOBNEHUI;

® ABTOMATUYECKM - npu BbIXoAe HOBbIX 06HOB/IEHWI OHU 6yp,yT 3arpy»eHbl U YCTAHOB/IEHbI Ha
KOMNbOTEP aBTOMATUYECKU.

KonuposaTb ceptuduKaThl B Ecnu dpnakok ycTaHOBNEH, CEPTUPMKATBI B MAMATU NOACOEANHEHHBIX S/IEKTPOHHbIX KAtouel byayT
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EAuHbIN KNneHT JaCarta PyKkoBOACTBO agMMHUCTpaTOpa 1.2

Hactpoiika OnucaHue

NOKa/ibHOE XpaHuauue KOMMPOBAaTbCA B I0OKA/IbHOE XpaHuUAuue CepTVId)VIKaTOB.

OTo6parkaTb 3HAYOK

npunoxKeHua B obnactn Onpegenset, byaet M 0TObPaXKaTbCs 3HAYOK & B 06nacTv yseJOMAEHUIA.
yBegomneHui

Tabauya 12

OnucaHuMe oKHa HacTpoiiku Ha BKnagKe [inarHocTuKa (cm. puc. 27) npuseaeHo B Tabauue 13, nocne
M3MEHEHUA HACTPoeK cneayeT HaxaTb OK, 4Tobbl COXpaHUTb U3MEHEHMUS.

OkHo HacTtpolikun EgmHoro knneHTa JaCarta Ha BKknagke narHoctmka

.O Hactpoiiku X

OCHOEBHbIE AwnarHocTika SecurLogon JlorupoeaHue

LlenoctHocTb NpoayKTa: NpoigeHo yCnewHo

30ece ebi MOXeme ebineHUMbL NPOEEPKY

UeoCmHocmu. Haxmume KHONKY “Bein0HUMe "™ u BbINOAHNTE

nodoxodume.

Coc ] oner

PucyHok 27

Tabnuua 13

HacTpoiika OnucaHue

BbinosHAeTcsa npoBepka LenocTHoctv EanHoro knuneHTa JaCarta ¢ nocneaytowym otobpaskeHnem
pesynbTaToB NPOBEPKM.

BbInoONHUTL

Tabauya 13

OnucaHuMe oKHa HacTpoliku Ha BKnagKe SecurLogon (cm. puc. 28) npuseaeHo B Tabanue 14, nocne
M3MEHEHWA HacTPoeK cnenyeT HaxaTb OK, 4ToObl COXpaHUTb U3MEHEHUA.
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OkHo HacTtpolikun EgmuHoro knneHTa JaCarta Ha BKnagKe SecurlLogon

& Hacrpoiikn X
OCHOEHbIE AunarHocTuka SecurLogon JlornpoeaHue

AaHHble nuuenzuu SecurLogon:
Crartyc: He ycTaHOBNEHa
3akaHumMBaeTca:

Opranuzauma:

YcraHoBWTh AnLeH3nio SecurLogon...
o [ onens

PucyHok 28

MNoapobHee npo paboty c npoaykTom JaCarta Securlogon HanucaHo B 4oKymeHTe [JaCarta Securlogon
PykoBoAacTBO agMUHUCTPaTOpa].

Tabnuua 14

HacTpoiika OnucaHue
YCTaHOBUTb INLEH3UIO OTKpbIBaeT OKHO A5 BblbOpa M ycTaHOBKM daitna amueHsum MO JaCarta SecurLogon ¢ nocneayrowmm
SecurLogon... oTobpakeHnem MHPOPMaALLMK O CTATyCe NNLEH3UN.

Tabnuya 14

OnucaHue oKHa HacTpoiiku Ha BKnagKe JlorupoBaHue (cm. puc. 29) npueeaeHo B Tabauue 15.

BHumaHue! Ha Bknaake JlormpoBaHue HAacTPOIMKM TO/IbKO OTobpakatoTcsa. MI3ameHeHne HacTpoek Ha 3Tol
BK/J1agKe HEBO3MOKHO. MoapobHee 06 M3MEHEHUN HACTPOEK N0rMPOBaHUA CM. [EaMHbIN KameHT JaCarta.
MHCTPpYKLMA no cbopy anarHoctmyeckoi ndopmavmu].
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OkHo Hactpoliku EgmnHoro knmeHTa JaCarta Ha BKiagKe JlormpoBaHue

& Hacrpoiikn X

OCHOBHbIe AunarHoctuka SecurLogon NorupoeaHue

EanHbiii knuent JaCarta ]
YpoBeHb geTannzaumumn ’ CraHpapTHbIN v ‘
MyTe k paitny jcuclogit }

Eaunan Bubnuotexa PKCS #11 1
YpoeeHb geTanuzaynn | Paciunpentsi v
MyTe k paitny C: 0g.t

WHCTpyKuUmMa NO BKAKYEHUIO NOTMPOBAHNA

Coc | ome

PucyHok 29

Ccbiika HCTPYKLMA NO BKAKOYEHUIO IOTMPOBAHUA OTKPbIBAET CTaThio B 6a3e 3HaHwui (http://kbp.aladdin-
rd.ru), coaepskallyto NopsAAOK AencTBuiA No cbopy AMarHocTMYecKkon MHGopmaLmm.

Tabnuua 15

Hactpoiika OnucaHue

OTobparkaeT HacTPOMKKN normpoBaHms EguHoro kKnnenTa JaCarta.

Ecnu nornposaHue BbIKAOUYEHO, TO OTOBpaKatoTca cneayrowme HacTPOMKMN IOTMPOBAHUA:
” ® YeKBOKC BKNtoueHMs/BbIKIOYEHNUSA NOTMPOBaHUA.

EauHbIA KnneHT JaCarta / P

Ecnv normposaHue BKIOYEHO, TO OTOBpaKatoTcsA cneayrowme HacTPOMKKU TIOTMPOBAHUSA:

e YpoBeHb AeTann3aLmmn 10rMpoBaHna (Tonbko CTaHAapTHbIN).
® [yTb K painy c noramu.

OTobpaykaeT HacTPOMKKN normpoBaHusa EguHoi 6ubnnotekn PKCS #11:

Ecnu norvpoBaHue BbiK/IIOYEHO, TO 0TO6paXKaloTcs cneaytoLme HaCTPOMKU I0rMpPOBaHUA:
® YeKbOKC BK/toUeHN:/BbIKNIOYEHWA OTMPOBAHUA.

EpanHana 6ubamnoreka PKCS #11 / P

Ecnu norvpoBaHue BKIOYEHO, TO 0TOBparKaloTcsA ceaytolme HaCTPOMKU 1I0TMPOBaHUA:

® YpoBeHb AeTanu3aumm noruposanusa (CTaHAAPTHBIN MAKU PacluMpeHHbIit).
o [yTb K dpainy c noramu.

Tabnauya 15
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EAuHbIN KNneHT JaCarta PyKkoBOACTBO agMMHUCTpaTOpa 1.2

8. NHnumann3ayuma 3neKTPOHHbIX KAo4en

% Bo Bpems MHWLMaAM3aLMM 334310TCA OCHOBHbIE MapamMeTpbl PaboTbl 31EKTPOHHbIX Katoueit. Mocne
WMHWULMANN3ALLMM SNEKTPOHHBIN KNKOY CieayeT nepesaTb KOHEYHOMY N0/1b30BaTE/I0 INEKTPOHHOTO K/toYa.

8.1. MNpunoxeHne PKI (3neKTpoHHble Kntodn eToken
n JaCarta PKI ¢ pyHKUmnen ob6paTtHom
COBMECTUMOCTU C NPOAYKTaMn KoMnaHum Aladdin)

Y106bI NOArOTOBUTL 3/IEKTPOHHBINM K04 K paboTe, BbINOAHUTE Caeayrolmne AeNcTBus:

1.  3anyctuTe EanHbIV KnmeHT JaCarta n nepekatoumTeCch B PEXUM agMUHUCTPATOpPA.
2. lMoacoeamHWTe 3NEKTPOHHbBIM KIHOY K KOMMbIOTEPY, BbIDEpPUTE €ro B 1€BOM NaHen nHtepdeiica
EanHoro KaveHTa JaCarta 1 B LeHTPa/IbHOM YacTu OKHa BbibepuTe BKAaaKy PKI.
3.  Haxmute UHMUMannsmnposatb.... OTobpasutca cneayrollee okHo (cm. puc. 30).
Ob6wwune napameTpbl MHULMANM3ALMUM

00 WMununanusauns npuaoxexHna X

Wma TokeHa

| |

Ycranoeute PIN-koa nonezoearena

Hoewiit PIN-koa nonssosatens

| B

Moareepante PIN-koa nonbzosatens
| |

& Hoewii PIN-koa none3oeatena He 3ajaH

ZONo/IHUMENLHO... BbinoaHuTh 3aKphbiTh

PucyHok 30

4.  BbINONHMUTb HacTpoliKy. OnucaHue 06LWMX NapameTPOB UHULIMANN3ALLMM NpUBEAEHO B Tabavue 16.

Tabnuua 16

Mone OnucaHue

Mmsa ToKkeHa YKarKute B 3TOM NnoJsie MeTKy 3NIeKTPOHHOTO KAtoya (Hanpumep, uma byayuiero BnasenbLa).
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EAuHbIN KNneHT JaCarta

PyKOBOACTBO aAMUHUCTpaTOPa

1.2

Mone

OnucaHue

YcraHosutb PIN-Kopg,
nonb3osarensa

YctaHoBuTe dnaxKok, ecnmn xotute 3agatb PIN-kog nosib3oBaTtena Ha sTane MHULMANU3ALMMK.
Ecnu Bbl cHUMKTE dnaxok, PIN-Kkoa nonb3oBaTens BO BpeMA MHULMANMU3ALUMN YCTAaHOBEH
He ByaeT — ero MoXKHo byaeT ycTaHOBUTL No3xe (ans atoro notpebyetca PIN-koa
afMMHUCTPaTOpa).

Hosbiit PIN-Kop,
nonb3osaTtens

BeeauTe 3HauyeHune PIN-Koga nonb3oBatens (L4aHHOE NoJsie aKTUBHO, €C/IN YCTAHOB/IEH
dnaxkok YcraHosutb PIN-Kog nonb3oBsatens).

Tabnauya 16

5. Ecav Bbl XOTWUTE HACTPOUTb AONONHUTE/NbHbIE NAPAMETPbI MHULMANU3ALNN, HAKMUTE
AonosHumenbHo..., B NPOTUBHOM C/lyyae nepexoauTe K wary 14 HacToawel npoueaypsl. Mocne
HaxKaTua JonosHuUmMeAbHo... 0To6pasnTCca caepytollee okHo (cm. puc. 31).

OKHO A,0NO/IHUTE/IbHbIX HACTPOEK MHUUManM3aunn. Bknagka MNapametpbl.

q.o Pacmnpennble Na3pamMeTpbl MHNLUWANN3aUNN TOKEHE

MapameTpel Monutuka PIN-koga PaclunpeHHble napameTpel

PIN-K0A nonb30Batens

X

Makc. konnuecteo nonbitok PIN-koga | 10 # ‘
[[] Monssoearens gonen crenuts PIN-koa
PIN-koA agMUHUCTpaTopa
D Ycranoeuts PIN-kog agMuHucTpatopa
PIN-K« AT
— [ Al
MYecTs A v |

Coc | one

PucyHok 31

6. BbINO/MHUTL HAacTPoOMKy. OnucaHMe AOMNOAHUTENbHBIX HACTPOEK Ha BKAaaKe MapameTpbl npuseaeHo 8

Tabamue 17.

Tabnuuya 17

CeKuus Hacrtpoiika

OnucaHue

Makc. Konnyectsa nonbITOK
PIN-kog,

MaKcMmanbHOe KOIMYeCcTBO HEBEPHbIX MOCNe0BaTeIbHbIX NONbITOK BBoAa PIN-
KoAa No/ib30BaTens, Nocae KOTOPOro BO3MOXKHOCTb Ucnonb3oBaHuA PIN-Koga
nonb3osatens 6yaet 3ab610KnpoBaHa.

nosb3oBartens
Monb3oBaTtenb JOMKEH CMEHUTD
PIN-koz,

Ecnu pnaxoK ycTaHoBAEH, NONb30BaTeNb A0/XKEH byaeT cmeHuTb PIN-Ko4
nonb3oBaTensa Npy NepBoM UCMNO/Ib30BaHUMN 3IEKTPOHHOTO KtoYa, B MPOTUBHOM
C/ly4ae OH He CMOXKET NPOAONKUTL PAaboTy C 3STUM 3/1EKTPOHHbBIM K/TOUOM.
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EAuHbIN KNneHT JaCarta

PyKkoBOACTBO agMMHUCTpaTOpa 1.2

CeKuus Hactpoiika OnucaHue
YcraHosuTb PIN-KOA4, Ecnu pnaxoK ycTaHoBAEH, B Npouecce UHULManmnsauumn byget yctaHosneH PIN-Kog,
agMUHUCTpaTopa aAMUHUCTpaTopa.
Bseaute 3HaveHune PIN-koga agmmHuUcTpaTopa (nose akTMBHO, TONbKO ecan
PIN-koz, PIN-Kkog agmuHucTpaTopa A Aa akl patopa ( ’
ycTaHoBAEH dnaxkokK YcTaHoBUTb PIN-KoA agMUHUCTpaTopa).
aAMMUHKCTpaTOpa
MaKcumanbHoe KOIM4eCcTBO HeBEPHbIX Nocae0BaTe/IbHbIX MONbITOK BBoAa PIN-
Makc. KonnuecTso nonbITok KoAa aAMMHUCTPATOPa, NOC/Ie KOTOPOro BO3MOXHOCTb MCnoab3oBaHuA PIN-koga
aAMUHWCTPaTopa byaeT 3a610KMpoBaHa.

Tabnauuya 17
7. NeperanTe Ha BKNaaKy Monutnka PIN-koaa. OKHO NpUMeT cneayowmii Bug, (cm. puc. 32).
% HaCTpOﬁKM Ha 3TOM BK/J1aZiKe OTHOCATCA TONbKO K PIN-Koay nonb3osaTena.
OKHO A0NOJ/IHUTENbHbIX HACTPOEK MHULMann3aumun. Bknagka Monntuka PIN-koga.
Qo Pacumpennble N3pamMeTpbl MHNLWANN3aLUNN TOKEHE X
MapameTpel Monutuka PIN-kKoga PaclunpeHHbIe napaMeTpbl
bazoeble noantukn PIN-koaa nons3oearens
3 [ K“

MuH. gnuna PIN-koaa 6 v
Mun. cpok geiictens PIN-koga “ 0 e ‘
Makc. cpok geiicteuns PIN-koaa 1 0 # ‘
Mpeaynpexaerne 06 ncreuenun PIN-koaa (gHeii) .‘ 0 ¢ ‘

3 [ A|
Wcropus PIN-koaa 6 v
PacwwmpeHHble noantvkn PIN-Ko4a nonb3oBatens
D BrntounTe paclumpenHblit koHTpone kavectea PIN-koaa
Yucnosble cuMeonbl ‘ He saxHo v ‘
CMMBONEI BEPXHErO PErNCTpa ‘ He saxH v ‘
CMMBONBI HUXKHEFO pErUCTpa ’ He H v ‘
CneunaneHble CUMEONBI ‘ He - v ‘
MBKCMM)’M NOCNEA0BATENBHO NOBTOPAMOLLIMXCA CUMEONOB ’ 255 c ‘

Coc
PucyHok 32

8.  BbINOAHMTbL HAacTpoMKy. OnNucaHne AONONHUTENbHBIX HACTPOEK Ha BKNaake Moantmka PIN-koaa
npuseneHo B Tabauue 18.

Tabnuua 18

CeKuma HacTpoiika OnucaHue
MuH. gavHa PIN-Koga MuWHMManbHOE KONIMYECTBO CUMBOJI0B, KOTOPbIe MOXXHO UCNoab30BaThb B PIN-Kkoae.
basosble o
" MMWHUMANbHBIN CPOK (B AHAX), B TEYEHME KOTOPOrO MOXKHO Mcnosb3oBaTtb PIN-Kog
nonutukm PIN- MwuH. cpok agericteua PIN-kKoga
nonb3osartens.
Koga
nosb3osatens . MaKcMManbHbI CPOK (B AHAX), B TEUEHME KOTOPOrO MOYKHO MCMOo/b30BaTb PIN-Ko4
Makc. cpok genctema PIN-koga HONb30BATEN
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EAunHbINA KnneHT JaCarta PyKOBOACTBO aAMUHUCTpaTOPa 1.2

CeKuus Hacrpoiika OnucaHue

MpeaynpexaeHue 06 ncTeueHnn: 3a CKObKO AHel [0 OKOHYaHWA CpoKa AeicTBua PIN-Koga nonb3osaTens nocneaHuit
PIN-koaa (aHelt) 6yZeT nonyyaTb COOTBETCTBYIOLLEE YBEAOM/IEHUE.

Ymcno ncnonb3osaBLINXCA paHee PIN-kopoB nosnb3osarens, KOTOpble Henb3A
Mcnonb3oBaTb Npu HasHavyeHun Hosoro PIN-koga nonb3oBaTensa. Hanpumep, ecamn

Nctopua PIN-kopa 3HayeHMe YCTaHOBJIEHO B «3», NO/Ib30BaTe/lb He CMOXKeT Ha3dHaunTb PIN-kopg,
no/ab3oBaTeNA, COBNAAAIOLMIA C OA4HUM U3 TPEX paHee NCNOoNb30BaHHbIX nogpas, PIN-
KOZ08B.

BKNKOUMTb pacLlUMpPeHHbIit YcTaHoBKa $aaxKa No3BoNAET BbINOAHUTL TOHKYHO HAacTPOWKY Kavectsa PIN-kogoB

KOHTpOAb KayecTtsa PIN-koga nonb3osarens.

Ucnonb3osaHue umodp B PIN-koge nonbsosatens. CNUCOK COAEPKUT TPU MYyHKTa:

Yucnosble cMMBONLI ® He BaxHo
e 3anpelleHo

e Obs3aTenpHo

Mcnonb3osaHue andaBUTHbIX CMMBO/IOB BepxHero pernctpa B PIN-koae nonb3osartena.
CrnMCoK coaep unT TpK NyHKTa:

CumBoNbl BEpXHEro perncrpa o He BajHO

® 3anpelleHo

PacwwupeHHbie
P e Ob6s3aTenpHo

nonntukm PIN-

Koga Mcnonb3osaHue andaBUTHbIX CUMBO/IOB HUMXKHero pernctpa B PIN-koae nonb3osaTtens.
nosnb3oBaTens CrnMCoK coaep uT TpU NyHKTa:
CUMBOAbI HUXKHErO perncTpa o He BaHO

® 3anpelleHo
e Ob6s3aTenpHo

Mcnonb3osaHue cneunanbHbix cumsonos B PIN-koae nonb3osatena. CNMCOK cOaepXuT
TPV NyHKTa:

CneupanbHble CUMBObI o He Ba)HO

® 3anpelleHo

e Ob6s3aTenpHo

MaKcmym nociefoBaTesibHo Mcnonb3oBaHue AyLWMX NOAPAL OAMHAKOBbIX CMMBO/0B. CIMCOK COAEPIKUT none C
NOBTOPAOLLMXCA CUMBOIOB BO3MOKHOCTbIO BblI6Opa 3HaueHUa 13 amanasoHa ot 0 go 255.

Tabnuya 18

9. MepeianTte Ha BKNaaKy PaclumpeHHble napameTpbl. OKHO NPUMET cieaytowmii Bua (cm. puc. 33).
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EAuHbIN KNneHT JaCarta

PyKkoBOACTBO agMMHUCTpaTOpa 1.2

OKHO A0NO/IHUTENbHbIX HACTPOEK MHULMaAn3aumn. Bknagka PaclumpeHHble napameTpbl.

MapameTpel

Q@ pB(UJMpEHHbIE napameTpbl MHNLUNANN33UMN TOKEHE X

Monutuka PIN-koga PaclwmpeHHble napameTpel

PaclmpeHHbIe NapaMeTpsl

Moaaepxkka 2048-6utHoro knroua RSA

[] Brawouurs ne
Wcnonb30BaHme Kaua

BropuyHas ayTeHTudukauma knrovem RSA ‘ Hukoraa v

Pexxum K3LINMPOBaHNA NPUBATHBIX A3HHBIX ‘ Hukoraa v

Coc ] one

PucyHok 33

10. BbINOAHWUTL HAaCTPOIMKY. ONMcaHMe AO0NONHUTENbHbIX HAaCTPOEK HA BKAaAKe PaclumpeHHblie napameTpbl
npuseneHo B Tabamue 19 .

Tabnuua 19

Cekuums

Hactpoiika

OnucaHue

PacwmpeHHble
napameTpbl

MNopneprkka 2048-6uTHoro
kntova RSA

BbibepuTe 3TOT NYHKT Ana noaaepku 2048-6UTHbIX Kntoueli RSA.

@ JnekTpoHHble Katoun eToken PRO 32/64k He nopaep»unBatoT 3Ty onumio.

BKAtOUMTL NOAAEPXKKY
cepTudukaumum FIPS

BbibepuTe 3TOT NYHKT ANA MHULMANN3ALMM YCTPOWCTB B PEXKUME COOTBETCTBUA
ctaHaapty FIPS.

FIPS (Federal Information Processing Standards) — yTBep»KAeHHbIi NpaBUTEbCTBOM
CLUA Habop cTaHAapTOB, HAMpPaBAEHHbIX Ha YAydLIEHWE YNPaBAEHUA U UCNOb30BAHMUA
KOMMNbKOTEPHbIX N TE/IEKOMMYHUKALUMNOHHbIX CUCTEM CBA3U.

Mcnonb3osaHne
KAto4a

BropuuHas ayTeHTUdUKaLmA
Knto4yom RSA

CNUCOK COAEPKUT YeTbIpe MyHKTa:
HuKoraa — BTOpMYHan ayTeHTUdUKaLMA He NPOU3BOAMTCS;

Prompt conditional (Mpeanaratb No TpeboBaHMIO MPUIOKEHUA) - B 3STOM peXnme
NPUNONKEHWUA MOTYT 3anpaluMBaTh Naposib As Katoda RSA, ecam B HUX NpesycmoTpeHa
TaKas BO3MOMHOCTb;

Prompt always (Bcerga 3anpawmBatb y nosib3oBaTtens) — npu reHepaumn RSA Knioda,
Kakabli1 pa3 3anpalumnBaetca A4ONOAHUTE/bHbIN Naposb RSA ans focTyna K asTomy
Ktouy. OLHAKO NOJ/Ib30BATE/Ib MOMKET U He 334aBaTb AONONHUTENbHbIV NApoAb, Npu
3TOM reHepaums KAYa NpoaoaKMTCA 6e3 NCNo/b30BaHUA AONOAHWUTENbHOMO Napons
RSA;

Mandatory (Bcerga) —npu cosgaHum katoua RSA Bam byaeT npeasioxKeHo 3a4atb
AONONHUTENbHDBIV NAapo/b ANA AOCTYNa K KAtouy. Mpu HaxKaTMM KHoMKu OK
reHepupyeTCcA KoY, BBEZEHHbIN Napo/b MCMNOb3YEeTCA B Ka4YeCTBE AOMNONHUTENBHOTO
napona RSA ana storo Kntova.

Pexxum KawmnposaHua
NPMBATHbIX AAHHbIX

CrMCOK COAEPKMUT TPU NYHKTa:

o HuKorga — KalmMpoBaHMe He MPOU3BOSMTCS;
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EAunHbINA KnneHT JaCarta PyKOBOACTBO aAMUHUCTpaTOPa 1.2

CeKuus Hacrpoiika OnucaHue

e Mpu BXxoae nonb3oBaTens — K3WMpPOBaHME NPOU3BOAUTCA NPU BXOAE
nonb30oBaTena, AaHHble COXPaHAKTCA K K3LWle A0 3aBeplleHNA CeaHCa BX04a;

® Bcerpa— K3WnpoBaHMe NPON3BOAUTCA BCeraa.

Tabnauya 19

11. EcAu Bbl XOTUTE U3MEHWUTL KAHOY MHULMANMU3ZALMUMN, HAXKMUTE Ha CCblIKe M3MEHUM®b KAy
UHUYUQanu3ayuu... BHX3y okHa. B npoTMBHOM c/lyyae nepexoamTe K wary 13 HacToalwel npoueaypsbi.
Mocne HaxaTua M3meHUMb KAY UHUUUAAU3AUUY... 0TOBPA3UTCA caeaytollee OKHO (cm. puc. 34).

MapameTpbl KAOYa MHULMANN3aLUN

q@ Kntou nHnymuanmzaymm X

Knrou nHnymannzaummn

@ Wcnonesoeate 3HaueHna WHULWENN3aLUNK KNHOYa NO YMOAYaHUIO

(O Wcnonb3oBath ykazaHHbINH KHOY MHWLMANW33LMK

M3MeHNTB KNHOY MHULMANN3aLmMK
@® o ymonuanuio

O CayvaiiHbii

O 370 3H3uyeHNE

Coc | o

PucyHok 34

OnucaHme HacTpoek B OKHe MNapameTpbl KNto4Ya MHULMaAn3aumMm npuseaeHsl B Tabavue 20.

Tabnuua 20

HacTpoiika OnucaHue

Mcnonb3oBaTh 3HAYEHUA UHULMANM3ALMM KAOYA NO YMONYAHUIO — UCMO/1b30BaHUE CTaHAAPTHOrO KNtoYa
VHUUMANM3aumm.

Kntou numumanmsaumm
Wcnonb3oBaTb YKasaHHbIM KAOY MHULMANAU3ALLMM - BBEAUTE TO 3HaYeHUe, KOTopoe bbl/10 YCTaHOBNEHO

B noJsie 370 3HaYyeHue.

Mo ymonyaHuio — BOCCTAHOBUTb 3Ha4YeHME N0 YMONYAHUIO.

MN3MeHUTb KN4 MHMLMANM3aLmm Cnyqaﬁublﬁ — B 3TOM C/nydae NOBTOPHaA MHUUMaNN3auunAa eToken HEBO3MOMKHa.

IT0 3HayeHue — BBeAWTE HOBbIM K/OY MHULMANN3ALMK U BBEAUTE NOATBEPKAEHME COOTBETCTBEHHO.

Tabnauuya 20

1. Haxmute OK, 4To6bl 3aKPbITb OKHO NapamMeTPOoB K/o4Ya UHMLUMAAN3aLUN.

2. Haxmute OK, uTo6bl 3aKpbITb OKHO PaclUMPEHHbIX NapameTpPoB UHULMAAM3ALNN SNEKTPOHHOIO
KNtoya.

3. B okHe UHMumanusaumua npunoxeHus (cm. puc. 30) HaxkmuTe BbINOAHUTD.

MNoaTBEpauTe cBOM BbiIGOP B OTOOPA3UBLLEMCS OKHE NpeaynpexKaeHus.

5. Mpwu ycnewHomn nHMUManmn3aumm otobpasnTcs cooTBeTcTByoWEee coobueHne — Haxkmute OK, 4TobbI
3aKpbITb €ro.

&
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EAuHbIN KNneHT JaCarta

PyKkoBOACTBO agMMHUCTpaTOpa 1.2

8.2. NpunoxeHne PKI (3neKTpOHHbIe KNoyun
JaCarta) n PKI/BIO

8.2.1. HacTponkn nHuymanusauum

YT106bl NOArOTOBUTL 3NEKTPOHHbIN KNtoY K paboTe, BbINONHUTE Caeaytolme AencTBums.

1. 3anyctute EamHbiii KnneHT JaCarta v nepekntounTeCh B PEXMM agMUHUCTPaTopa.

2. MoacoeanHUTe SNEKTPOHHbBIN KNOY K KOMNbIOTEPY, BbibepuTe ero B 1eBOI NaHenn nHTepoerica
EnmHoro knmeHTa JaCarta v B LeHTpabHOM YacTu OKHa BblbepuTe BKkNaaky PKI.

3.  Haxmute UHuumanusmposatb. OTobpasunTca creaytolLee okHo (cm. puc. 35).

O6uwume napameTpbl MHULMANM3ALMM

.;O Wrnymnanusaums npnnoxeHns X

PIN-koa agmuHmucTpaTopa

| R

Wmsa TokeHa

Ycranoeute PIN-koa nonezoeatens
Hoewiii PIN-koa nonssosatens
MoareepanTe PIN-koa nonesosatens

& Hoebwi PIN-koa nonb3oeatena He 3ajaH

| I

HonoanumensHo..

PucyHok 35

4.  BbINONHUTb HAacTPOMKy. OnNncaHue o0bLWUX NapameTpoB MHULMANN3ALUN NPMUBEAEHO B Tabaunue 21.

Tabnuua 21

Mone

OnucaHue

PIN-Ko4 agMnHUCTpaTopa

BeeauTte Tekywmii PIN-kog agMmuHucTpatopa (cm. 1.3.1. NMapameTpbl 31eKTPOHHbIX KNtoYei npu
nocraske).

Mma TokeHa

BBeauTe }Kenaemyro METKY 3/IEKTPOHHOIO K/toua (Hanpumep, 3To MoryT 6biTb UMA 1 bamuans byayuiero
BNagenbua).

YcraHoBuTb PIN-Kog nonb3osatena

YcTaHoBUTE 3TOT GAaXKoK, ecnun xotute 3agaTb PIN-Koa nonb3oBaTens BO Bpems uHULmanmsaumn. Bol
mokeTe He 3agasaTtb PIN-Koa nonb3oBaTens, ecnu:

© Bbl MCMO/Ib3yETE NEKTPOHHDIN KAHOY C npunoxkeHnem PKI/BIO 1 Bbl XOTUTe yCTaHOBUTb ANA
Nnoab30BaTeNA TONbKO BUOMETPUYECKYIO ayTeHTUdUKaUMIO (NogpobHee cM. fONONHUTENbHbIE
HaCTPOMKU MHULMANM3ALMM B PaMKax HacToALLEel npoLeaypbl);

® Bbl XOTUTE 3a4aTb PIN-KOA Nonb30BaTeNsA NO3Ke — B 3TOM C/lydae AN nocaeaytowein yctaHosku PIN-
Koga nosib3osatens Heobxoaumo byaet npeabasuTs PIN-Kog aamuHMcTpaTopa.

Hosbit PIN-Koa nonb3oBatens

Beeaute HoBbI PIN-KOg, nosib3oBaTens (nosie akTMBHO, ecnu yctaHoseH dpnaxok YcraHoButb PIN-Kog,
nonb3osartens).
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PyKkoBOACTBO agMMHUCTpaTOpa 1.2

Mone

OnucaHue

MNoartsepxaeHue PIN-koga

BeeauTe noatsep:kaeHve Hosoro PIN-Koga nonb3osaTens (None akTMBHO, €CNU YCTaHOBEH GaXKoK
YcraHosutb PIN-Kog nosnb3oBarens).

Tabauya 21

5.  Ec/v Bbl XOTUTE HACTPOUTL AONOJAHUTE/IbHbIE MAaPaMeTPbl MHULMAU3ALUN, HAXKMUTE
AonoaHumesnbHoO... , B NPOTUBHOM C/ly4ae nepexoauTe K wary 13 HacTosawwel npoueaypsbl. Mocne
HakaTuA JonoaHumMenbHo... 0TobpasunTca cneaytolee okHo (cm. puc. 36).

JononHutenbHble napameTpbl MHULMANM3ALNMK

&£ PaclumperHble NapamMeTpebl MHWLMANN33LMN TOKEH X

PIN-k0A nonb3oeatens

MUHYTBI

Tun PIN-koaa PIr v }

Makc. noneitok eeoga PIN-koaa i 10 # w
A

Bpems sxusHu PIN-koaa, aHu ‘ 0 7

MakcumaneHoe epema
k3wnposanna PIN-koga,

E] Monbsoeatens gomkeH nomenats PIN-koa npu nepeom exoge

D Monb3oeatens gomkeH nomenats PIN-kog nocne pasbnokuposkn

PIN-KoA agMWHMCTpaTopa

Kauecmso PIN-xoda

D Ycranoeuts Hoebil PIN-koa agmuHncTpatopa

Makc. noneirok eeoaa PIN-koga \ 15 # ‘

D Paspeu.lmb p336}10KMpOBKy C NCNOMBb3CBAHNEM MEXGHW3MA 33NPOC-OTBET

PucyHok 36

6. BbInonHUTL HaCTpOl‘;IKy. OnuncaHue paclwmpeHHbIX NapameTpoB MHULMAAN3ALMN NPUBELEHO B

Tabnuue 22.

Tabnuua 22

CeKuus HacTpoiika

OnucaHue

Tun PIN-koga
PIN-kog,
nosnb3osartens

BO3MOHbI YeTblpe BapuaHTa:

o PIN — oA ayTeHTUdMKALMM NONb30BaTeNb A0/MXKeEH BBeCTU PIN-Kog nonb3oBaTtens;
e BIO — ana ayTeHTUPMKaLMM NOb30BaTE/b AOMKEH NMPUIOKUTL Nanew, K CKaHepy
OTMeYaTKOB NasbLeB (TONbKO A8 3/IEKTPOHHbIX Ktouel ¢ npunoskeHnem PKI/BIO);
PIN nnu BIO — ansa ayteHTUdMKaLMM NONb30BaTENb AO/IKEH CAENaTb O4HO U3 ABYX:
BBecTu PIN-Ko4 nonb3osaTensa nav NPUAOKMUTL Nanel, K CKaHepy OTneYaTKoB
nanbLes (TONbKO A1 3/1EKTPOHHbIX Kitouel ¢ npunoxkeHunem PKI/BIO);

e PIN 1 BIO — ans ayTeHTUPMKaLMM NONb30BaTeNb A0/IKEH KaK BBeCTU PIN-Kop,
NoAb30BaTeNA, Tak U MPUNOKUTL NaeL, K CKaHePY OTNEYATKOB NasbLEeB (TONbKO
[ON1A 3N1EKTPOHHbIX K/to4en ¢ npunoxeHuem PKI/BIO).

Makc. nonbiTok BBoga PIN-
Kopa

MaKcMmanbHO JONYCTMMOE YMCNO0 HEeBEPHbIX NOC/eA0BaTEIbHbIX NONbITOK BBoAa PIN-
KoAa nonb3oBartens.
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CeKuus Hacrpoiika OnucaHue
Yucno AHel, CnycTa KOTOpoe No/b30BaTeb AOMKEH byaeT cmeHuTb PIN-Ko,
Bpems xun3Hu PIN-koga AHen, cny! P a vAa A
nosib3oBaTens.
MakcumanbHoe Bpemsa B TeueHune Kakoro BpemeHn (B muHyTax) PIN-Kog nonb3osatens 6ygeT KalwWmposaTbes
KawmnposaHua PIN-koaa Ha KOMMblOTEPE, K KOTOPOMY NOACOEANHEH INEKTPOHHbIN KNHOM.
Monb3oBaTtenb fonKeH
YcTaHoBKa 3TOro dnaxkka obsxkeT nonb3osaTens cmeHuTb PIN-Kog, nonb3osaTens npu
nomeHATb PIN-Kkoa npu
nepBOM MCMOJIb30BAHUN INEKTPOHHOTO K/IoYa.
nepeom Bxogae
YcTaHoBUTb HOBbINM PIN-KoOA, YcTaHOBKa 3TOro dnakka genaet 4OCTyMHbIM Nnone i 8Boga Hosoro PIN-koga
aaMUHUCTpaTOopa AAMUHUCTPATOPA M NoJie ANA NOBTOPHOTO NOATBEPXKAEHUA 3TOTO Koaa.
BeeguTte 3HauyeHue Hosoro PIN-koaa agmunHucTpaTopa. Kntod agMUHUCTpaTopa MOXeT
6bITb:
PIN-Ko4 agMMHMCTpaTOpa ® 3HaYeHMeM, COOTBETCTBYIOLLMM YCTAaHOBAEHHOMY KayecTBy naponei (CM. KauyecTso
PIN-KoAa Huxe);
PIN-kog ® kato4om 3DES (ecnm yctaHoBneH dnaxok Paspelwntb pasbnoKMpoBKy ¢
MCNoNb30BaHMEM MEXaHW3Ma 3anpoc-oTBeT).
agMuHUCTpaTopa
Makc. nonbiTok BBoga PIN- MakcmanbHO AONYCTUMOE YMCA0 HEBEPHbIX NocAeA0BaTe IbHbIX MONbITOK BBoAa PIN-
KoAa KoAa afAMMUHUCTpaTopa.
Mpw ycTaHoBKe 3TOro dpnaxKa nocae MHULMANN3ALMM NOABAAETCA BO3SMOXKHOCTb
PaspewunTb pa3bIoKMPOBKY C - Pa3bI0KMPOBATL 3IEKTPOHHDIV K04 B YAANEHHOM PeXMME, UCMOb3YsA MeXaHU3M
MCNo/Ib30BaHWeM MexaHU3Ma = «3anpoc-oTBeT». [na aToro Takxke B none PIN-Kog agMuMHUCTpaTopa Heobxoavmo
3anpoc-oTBeT 3a4aTb 3Ha4YeHue Kntoua 3DES, KoTopblli byaeT BbiNONHATL GpyHKUMIo PIN-Kkoaa
agMUHUCTpaTopa.

Tabnuya 22

7. 3apaitTe HacTponkuM KavectBa PIN-koaa nonb3osatens u PIN-Koga agMMHUCTPATOpPa, HaXKaB Ha
cooTBeTCTBYOLEeN ccbiike Kayecmeo PIN-koda B cekumnm PIN-Koa nonb3oBartens v PIN-Kop,
A4MUHUCTPATOPA COOTBETCTBEHHO (CM. puc. 36). OKHO HacTpoeK KadecTsa PIN-Koaa nonb3oBaTens
BbIFNAAMT cneayowmm obpasom (cm. puc. 37). OnucaHme HacTpoek KadecTBa PIN-Koga npuseseHo B
Tabanue 23.

\/j Mpwv 3a4aHnM HacTpoeK K Kadectsy PIN-koga pekomeHayeTca cneaytollee:

e KCNonb3oBaTb BYKBbI NaTUHCKOro andasuTa (abc...z, ABC...Z), umdpsi (123...0) 1 cneucumsonsl (V1 @4...);
e  MUHUManNbHaa aanHa PIN-koga — 6 cMmBONOB.

8. Haxmute OK, uTo6bl COXPaHUTL HACTPOMKMN.
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PyKkoBOACTBO agMMHUCTpaTOpa 1.2
OKHO HacTpoeK KayecTsa PIN-koga nonb3oBatens
.;@ Kauecteo PIN-koaa nonesosatens X
bazoekle HacTpowku PIN-koaa

D Orpannyenne pasbnokupoeok L ¢J

MuH. gnuna PIN-koaa “ 4 # ‘

Makc. anuna PIN-koaa ‘ 16 # ‘
PacwmpeHHble HacTporiku PIN-koaa

Y

MuH. unppoBbIX CUMBONOE ‘ 0 !‘

MuH. ByKBEHHBIX CHMBONOB ‘ 0 ¢ ‘

: N

MWH. CUMBONOB HUKHETC pErncTpa “70 !‘

® .

MWH. CUMBONOE BEPXHErC PErMCTpa ‘ 0 "

MWuH. cneunanbHBIX CUMBONOE ‘ 0 ¢ ‘

i -

Makc. noeTopoB CUMBONIOB ‘ 16 !‘

Coc

PucyHok 37

Tabnuua 23

Cekuums

Hacrpoiika

OnucaHue

Ba3oBble HacTpPoWKK
PIN-kopa

OrpaHuyeHune pa3baoKMPOBOK

YcTaHoBUTE GAAXKOK M YCTAaHOBUTE KOIMUECTBO BO3MOXHbIX Pa3bOKMPOBOK
3abnokuposaHHoro PIN-koaa.

MwuH. gavHa PIN-Koaa

MwuHumanbHoe yncno cumeonos B PIN-koze.

Makc. ganHa PIN-kopa

MakcumanbHoe Yncno cumsonos B PIN-koge.

PacwwupeHHble
HacTpoliku PIN-koaa

MWUH. undpoBbIX CUMBO/IOB

Onpegenset, CKoAbKo UMdPOBLIX CUMBOIOB HEO6XOAMMO MCNo/b30BaThb B PIN-Koge.

MWH. 6yKBEHHbIX CMBO/I0B

Onpegenset, CKONbKO BYKBEHHbIX CUMBO/1I0B HE0bXxoAMMO 1cnonb3osath B PIN-Koge.

MWH. CMMBOIOB HUMKHETO
peructpa

OnpegenseT, CKoNbKO BYKBEHHbIX CUMBOJIOB B HUKHEM pernctpe Heobxogmmo
ncnonb3osatb B PIN-Kkoae.

MMWH. cMmBONIOB BEPXHETO
perucTpa

OnpegfenseT, CKONbKO BYKBEHHbIX CUMBOJIOB B BEPXHEM PETUCTPe He06X0aMMO
ncnonb3osaTtb B PIN-Koae.

MWuH. cneunanbHbIX CUMBONOB

OnpegenseT, CKoNbKO cneumanbHblx (He andasuTHO-UUbPOBbIX) CUMBOIOB
HeobxoaMMo ncrnosb3osaTb B PIN-Koge.

Makc. NNoBTOpPOB CMMBONOB

OnpegenseTr MakCMMasibHOe AOMYCTUMOE YMCI0 OAMHAKOBbLIX CUMBOJIOB, UAYLLMX
noapaa.

Tabnauya 23

9. BblnonHUTe cneayowme AeNCTBUA B 3aBUCUMOCTM OT NPU/IOKEHNA, YCTAHOBAEHHOIO Ha 3/IEKTPOHHOM
Kntoye:
e PKI—nepexoauTe K wary 12 HacToswen npoueaypbl.
e PKI/BIO — ecnu B none Tun PIN-koga sbi6paHo BIO, PIN uau BIO vau PIN u BIO, HaxxmuTe HacTpoiiku
6uometpun. Nocne Haxkata HacTpoiikn 6uomeTpum otobpasmTca cnepytoliee okHo (cm. puc. 38).
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OKHO HacTpoek buomeTpumn

& Hacrpoiiku Buomerpun ? X

MakcumanbHOE KONMHECTBO ‘ ]

OTNEYaTKOB 1 |

MuHUMaNbHOE Ka4ECTBO oTNeYaTka | vl

Mo YMONHaHUIO [

BeposTHOCTE I0XKHOrO AONYCKa NO P
1:10000 VW

ymonuaruio (FAR) : |

Coc T oner

PucyHok 38

10. BbINO/HMTL HAaCTPOWKY. OnNucaHMe HacTpoek BUomeTpun NpmeeaeHo B Tabaunue 24.

Tabnuua 24

HacTpoiika

OnucaHue

MaKcmanbHoe KoNnyecTso
oTnevyaTKkoB

Onpepgenser MakcMManbHOE KOJIMYeCTBO OTNeYaTKOB NasbLEeB No/Ab30BaTes1s, KOTOPOE MOXKHO
COXPaHMTb B NaMATU 31EKTPOHHOTO KAtova JaCarta (ot 1 4o 10). B Ka)KA0M KOHKPETHOM caydae
No/ib30BaTe/Ib CMOKET BblbpaTh, KAKOWM OTNeYaToK Nasbla UCNONb30BaTb.

MuHMManbHOEe pekomeHayemoe 3HayeHue: 2.

MuHMManbHOe KayecTBO oTneyvaTka
no ymondaHuto

Onpep,eMET rPaHU4YHOE 3Ha4YeHne KayecTea M306pa)KeHVIH. Ecnn kavectBO M306pa)KEHMﬂ HUXe OaHHOro
3HayeHunA, CoOXpaHeHne OTne4YaTKoB Na/sibues N0/1b30BaTeNA He GYAET npoun3BoaAnNTbCA.

BepoATHOCTb NOXHOTO AoMycKa no
ymonuanuio (FAR)

OnpegenseT BepPOATHOCTb JIOXKHOIO A0MYCKa (T.e. BEPOATHOCTb, C KOTOPOI CUCTEMA CYUTbIBAHUA
OTNeYaTKOB NabLeB OWMBOYHO ayTeHTUOULMPYET NONb30BaTENSA). BEPOATHOCTDL NOXKHOMO AONYCKa
onpeaenseTcs Kak COOTHOLIEHME BO3MOXKHOIO KO/IMYECTBA OWMBOYHOM NAEHTUPUKALUM K Ynucny
nonbITOK ayTeHTUdMKauumn. COOTBETCTBEHHO, BEPOATHOCTb JO/IXKHOTO Aonycka 1:100 Bbiwe, Yem
BEPOATHOCTb IOXKHOTO gonycka 1:1000.

11.
12.
13.

Tabnuya 24

HaskmuTe OK, 4To6bl COXPaHUTb U3MEHEHUA HAacTPOEK BroMeTpuu.
HaxkmuTe OK, 4TO6bI 3aKpbITb OKHO A0MNONHUTENbHbIX HACTPOEK UHULMAAN3ALLMM.
B OKHE MHULMANM3aLMMU 3EKTPOHHOTO K/toYa HaxkmuTe BbINONIHUTL M NOATBEPANUTE CBOI BbIGOP B

0TO6PA3MBLLEMCA OKHe NpeaynpeXaeHUs.

Ecnn Bbl MHULMANM3NPYyeTe 3NEKTPOHHbINM KU C NOAAEPKKON BUOMETpUM cnenyeT pyKOBOACTBOBATLCA
n.n. 8.2.2. Hnymanmsaumsa c BUomeTpmyeckumm napameTpamu.

14. B cnydae ycnewHomi nHMLUmMann3aLmMm otobpasmTca cootTeeTcTaytolLee coobueHune — Haxkmute OK,
yTo6bI 3aKPbITH €rO.

3J'IEKTp0HHbIl7I K/1l04 MOXXHO nepeaatb N0/1b30BaTENIO.

8.2.2. Hnunanunsayma c buoMeTpuyeCcKMMm napameTpamm

EC/v Bbl MHMUMANMU3NPYETE 31EKTPOHHbIN KN4 C BUOMETPUYECKMMM HACTPOMKaMK, Yepes HeKoTopoe
BpemMA nocse 3anycka npouecca MHMUManAmM3aLmmn otobpasmTca cnegytowiee okHo (cm. puc. 39).
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Peructpauus otneyartkos X

Perncrpayusa orne4yaTtKkoB

YKaxxuTe nanew Ans usaMeHeHus otneyatka

CKaHep 0Tne4aTKos:

|BSAPI 0 >, l

Kauectso: |50 w| BeposTHOCTb NOXHOMO AONycKa: |1:10000 vI

33pErMCTPUPOBaTE | OTMEHUTD

1.2

PucyHok 39

1. Hacxematnyeckom M3obpakeHun nagoHein oTMeTbTe nasnel, KoTopblid byaeT OTCKaHUPOBaH BO Bpems
MHULMannsaumm (cm. puc. 40).

© 2015, "Anapgamu PO

OKHoO BbI6Opa NanbLa A1 CKaHUPOBAHUA

Peructpauuws otneyatkos X

Perncrpayusa ortne4yaTtKkoB

MpunoxuTe nanew K ckaHepy

CKaHep 0Tne4aTKos:

IBSAPI 0 ¥, I

Kavectso: |50 | BeposTHOCTb NOXHOro Aonycka: |1:10000 v]

3apErvcTPMPOBaTE | OTMEeHUTD

PucyHok 40
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2. MNpw HEOBXOAMMOCTU U3MEHUTE AOMNONHUTENbHbIE NAaPaMeTPbl CKaHUPOBaHUA. OnucaHue
[OMNOJIHUTE/bHbIX NapaMeTPOB CKaHMPOBaHUA NpuBeaeHo B Tabuue 25.

Tabnuua 25

HacTpoiika OnucaHue

CKaHep oTne4vyaTKoB V|CI'IOJ1b3y€MbIl7I CKaHep oTne4yaTKoB NanbLeB.

Onpe,u,enﬂeT rPaHU4YHOE 3Ha4YeHne KayecTea M306pa)+(eHVIH. Ecnn kavectBO M306pa)KeHVIH HUXe JaHHOro

KauecTtBo n306paxeHus
3HAYEHWSA, COXPAHEHME OTNEYaTKOB NanbLEeB NoAb30BaTeNA He byAeT NPOU3BOANTLCA.

OnpepenseT BEPOATHOCTb JIOXKHOIO A0NYCKa (T.€. BEPOATHOCTb, C KOTOPOW CUCTEMA CHUTLIBAHUA
OTMEYaTKOB NanbLIEB OLWIMBOYHO ayTeHTUGULIMPYET Nob30BaTeNs). BepOATHOCTb 10KHOTO A0OMNYCKa
onpeaenseTca Kak COOTHOLIEHWE BO3MOXHOMO KOIMYECTBa OWMBOYHOM MAEHTUDUKALMM K Ynucny
nonbITOK ayTeHTUdUKaLumn. COOTBETCTBEHHO, BEPOATHOCTb A0/IXKHOM0 Aonycka 1:100 Bbiwe, Yem
BEPOATHOCTb JIOXKHOro gonycka 1:1000.

BepOoATHOCTb JIOXKHOTO A0NYCKa

PekomeHgyemoe 3HayeHue: 1:10000.

Tabauya 25

3. byaywmii Bhagenew, 3N1eKTPOHHOTO K/to4a AOIKEH NPUIOKUTD OTMEYEHHbIM Nasew, K CKaHepy
OTMNeYaTKoB MasbLes.
Mocne cunTbiBaHMA OTNEYaTKa NanbLa 0TobpasnTca cneaytowee oKHO (cMm. puc. 41).

Pe3ynbTaT cuMTbIBaHUA OTNeYaTKa nanbLa

Peructpauws otneyatkos X

Perucrpaumsa oTne4yaTkoB

MpunoxuTe nNanew K ckaHepy ANns NpoBepku WwabnoHa

CKaHep 0TneYaTKoBs:

IBSAPI 0 >, ]

Kauectso: |50 | BeposTHOCTb NOXHOro Aonycka: |1: 10000 vl

3apErucTprp

atb | OTMEeHUTD

PucyHok 41

4. Tocne TOro, Kak NPUOKEHHbIM Nanew, byaeT ybpaH co ckaHepa oTnevyaTkos, 0oTobpasuTca creaytollee
OKHO (cm. puc. 42). Haxkmute OK.
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1.2

Message

| LWabnoH oneyatka COXpaHeH AnA perncrpaunm.

PucyHok 42

B OKHe perucrpauum oTnevyaTKoB CTaHeT AOCTYMHa KHOMKa 3aperucTpuposatb (cm. puc. 43).

OKHO perucTpaumm oTneyaTkos

Perncrpau,m! OTNEYaTKOE

PerMCTpaI.WISI oTne4vyarkos

YKauTe nanew 4na U3MeHeHus OTneyaTka

CKaHep 0Tne4aTKos:

IBSAPI 0 ¥, I

Kavectso: |50 | BeposTHOCTb NOXHOro Aonycka: |1:10000 v]

3aperucTpuposate  |)

OTMEeHUTD

5.

PucyHok 43

Haxmute 3apeructpupoBatb. B oTobpasusLiemcs okHe (cm. puc. 44) Haxxkmute OK.

Message

:l Oneyartkn NanbuUEB 3apErMCTPUpPOBaHbl H3 TOKEHE.

X

6.

PucyHok 44

Echn s HaCTpOﬁKaX MHUUMNann3aunmn 6bi10 YKa3aHO, YTO B NaMATU 3N1EKTPOHHOIO K/t04Ya HYXXHO

COXpPaHUTb HECKO/ZIbKO OTNe4YaTKoB nanabLues, NOBTOPUTE HEO6XO,CI,MMbIe waru HaCTOﬂLIJ,eﬁ npoueaypbobl

ANnAa CoXpaHeHnAa nx ecex.
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7. MNpw ycnewHoOM 3aBepLIEHUN MHULMAM3ALUN 0TOBPA3UTCA COOTBETCTBYIOLLEE COObLLIeHNe
(cm. puc. 45). Haxkmute OK ana ero 3akpbItus.

& Yenewno X

@ [MpnnoxeHne ycneLwHo NpoMHNLMann3npoEaHo.

PucyHok 45

3HEKTp0HHbI[/‘I K/1l04 MOXXHO nepenaBaTb NO/ib30BaTE/IIO.

8.3. NMpunoxenna NOCT n STORAGE

YT106bI NOArOTOBUTL 3NEKTPOHHbIN KNtoY K paboTe, BbINONHUTE Cneaytolime AencTBumsa:

1. 3anyctute EamHbIn KAneHT JaCarta n nepekntovnTech B peXMm agMuUHMUCTpaTopa.

2. MoAacoeamyHUTE HYXHbIM 31IEKTPOHHbIM K04 K KOMMbIOTEPY, BblbEepUTe ero B €8O NaHenu
nHtepdeica EaguHoro kaneHTa JaCarta 1 B LLeHTPaIbHOM YaCTM OKHa B 3aBUCMMOCTM OT TOTO, KaKoe
NPUNOXKEHUE YCTAaHOBEHO Ha KAtoye, BblbepuTe Bknaaky FOCT nnu STORAGE.

3.  Haxmute UHuumanusmposatb. OTobpasunTca creaytolLee okHo (cm. puc. 46).

OKHO MHULMANN3aLMN SINEKTPOHHOIO KAtoYa

eo MHnumanusauma npnaoxeHns X

PIN-koa agmuHucTpaTopa

| | 3%

Wma TokeHa

Ycranoeuts PIN-koa nonezoearena

Hoeeiit PIN-koa nonezosatens

| Ros
Moateepants PIN-koa nonesoearens

& Hoeewt PIN-koa nonb3oeatens He 33aaH

PucyHok 46

4.  BbINOAHWUTbL HAacTPOMKY. ONMcaHMe HACTPOEK MHULMANMU3ALLUM SNEKTPOHHOTO KAtoYa NpuseaeHo B
Tabanue 26.
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Tabnuuya 26

PyKkoBOACTBO agMMHUCTpaTOpa 1.2

HacTpoiika

OnucaHue

PIN-ko4 agmunHUcTpaTopa

BeeauTe B 3TOM nosne Tekywmii PIN-kog agmunuctpaTopa (cm. 1.3.1. MapameTpbl 3NEKTPOHHbIX KAtouein
npu nocraske).

Mma TokeHa

BeeguTte 3HaueHwue, KOTOpOe CTaHeT MeTKOM MHUUMANU3SNPYEMOTO NPUNOKEHUA.

YcraHoBuTb PIN-KO4 nonb3oBaTens

o Ecav Bbl UHMLManu3unpyete npunoxeHune FOCT — ycTaHoBUTE GNAXKOK, €C/M XOTUTe 3aaaTb PIN-Kog,
Nonb30BaTeNA Ha 3Tane MHULMANMU3aLUK. Bbl TakKe MOXKeTe CHATb GNaoK, ecam xotute 3agatb PIN-
KO, NoNib30BaTena nosxe.

e Ecav Bbl UHMLManusupyete npunoxeHne STORAGE - npunoxkeHne STORAGE He moxKeT 6bITb
MHUUManu3nposaHo 6e3 PIN-Koga nonb3oBaTens, NOSTOMY He/b3A CHATb STOT GNAXKOK.

Hosbin PIN-Kog nosb3oBatens

BeeauTe HoBoe 3HaueHue PIN-Koaa nonb3osatens. ([lone akKTUBHO, TOIbKO €C/In YCTaHoBAEH GaxKokK
YcraHosuTtb PIN-Kog nonb3osarens.)

MNoarsepxaeHue PIN-koga

BseauTe NnoaTBEPKAEHUE HOBOTO 3HaYeHUA PIN-koga nonb3osatens. (Mone akTUBHO, TONbKO ecau
ycTaHoBaeH dnaskok YcraHoButb PIN-Kog nonb3osatens.)

Tabnuya 26

5.  HaxmuTe BbINOAHUTb U NOATBEPANTE CBOMN BbIOOP B OKHE C NpeaynperKaatoLmnm coobLeHem.
6. [pwu ycnewHon MHMUMANM3aLmm oTobpasmTcs cooTBeTCTBYOWEe coobuweHne — Haxkmnte OK, 4TobbI

3aKpbITb €ro.
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9. YcTaHoBKa (cMeHa) PIN-Koaa
nonb3oBaTtenA agMUHUCTPATOPOM

[N HEKOTOPbIX NPUNOXKEHUA aJMUHUCTPATOP MOXKeT 3a4aTb PIN-Koz nonb3osaTtens, ecam PIN-Kkog,
nosb3oBaTenA He 6bln Ha3HAYeH BO BPEMSA UHULMAAN3aALMU. TaKKe, aAMUHUCTPATOP MOXKET CMEHUTD
Tekywmit PIN-Koa nonb3oBatens. MogpobHee cm. «1.3.1. MapameTpbl 3NEKTPOHHbIX K/HOYEN NPU NOCTaBKe»
1 «1.3.2. Onepaumn c INEKTPOHHbBIMM KAKOHAMU».

[na yctaHoBKM nnm cmeHbl PIN-Koga nonb3oBaTens afMUHUCTPATOPOM 3/1IEKTPOHHOTO K/oYa HeobxoamMmo,
4yTObbI Ha 3TOM 3N1EKTPOHHOM K/toye Bbin ycTaHoBneH PIN-Kog agmuHUcTpaTopa.

/'\. BHumaHue!

Mocne BBepeHMA HenpasuabHoro PIN-Koga agMMHUCTpaTOpa HECKOIbKO Pa3 NOAPAL 3/IEKTPOHHbIN KoY
6nokupyeTca. He nonyckarite 610KknpoBkM PIN-Koga agMUMHUCTpaTOpa Ha 3/IEKTPOHHbIX Katodax JaCarta.
PIN-Kog agmuHucTpaTopa, B oT/inune oT PIN-Koaa nonb3oBaTens, pa3biokMpoBaTb HEBO3MOXKHO.

&

A B cnyyae 6/10KMPOBKM 3/1EKTPOHHOTO K/to4Ya Noc/ie HenpasuabHOro BeeaeHns PIN-koga agMnHUCTpaTopa
9/1EKTPOHHbIV KNtoY pa3bnoKMpoBaTh Heb3A. B 3TomM cnydyae MOXHO 06paTUTbCA B CyKOY TeXNoAAEePKKN
N NePENHULMANNZNPOBATD 3/IEKTPOHHbIN K/IHOY, HO C NOTepel BCex AaHHbIX, XPaHAWMXCA HA HeM. [laHHanA
onepauma AOCTyNHa He aaa Bcex mogenei. NMoapobHOCTM cneayeT YyTOUHATD B CyKOe TeXNOAAEPIKKM.

3a4aHHOE KO/IMYEeCTBO NONbITOK BBoAa PIN-Koga agMMHUCTPATOPa, a TaKyKe OCTaBLUeecA KO/MYecTBo
NOMbITOK MOHO Y3HaTb 3anycTne EanHbIN KameHT JaCarta nepeiiga Ha BKnaaky MHGopmauma o ToKeHe 1
K/IMKHYB cCbliKy MoaHasa nidbopmaums....

Y1066 cMeHUTb PIN-KOA Nosib30BaTeNs, BbINOJHUTE CAeaytolme AeNCTBUSA:

1. TMoacoeanHWTE 3NEKTPOHHDIN KoY, Ha KOTOPOM HEOBXOAMMO YCTaHOBUTb/CcMeHUTb PIN-Kog,
Nnonb30BaTeNs K KOMnbloTepy, 3anycTute EanHbIi KnneHT JaCarta 1 nepenante B pexxmum
agMUHUCTpaTOopa.

2. B neBoit naHenu EguHoro knneHta JaCarta Bbi6epuTe HyXKHbIN 3NEKTPOHHbIN KAOY U B LEHTPa/IbHOM
4yacTu OKHa BblbepuTe BKNAAKY, COOTBETCTBYIOLLYIO NPUNONKEHUIO, 419 KOTOPOro HeobxoamMmo
Ha3HauuTb (cmeHUTb) PIN-KoA nosb3osaTens.

3.  HaxmuTe YcraHoBuTb PIN-KOoA nonb3osatens. OTobpasuntcs cneaytoliee okHo (cm. puc.47).
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EAuHbIN KNneHT JaCarta

4. B none Tekywwmii PIN-Kog, agmuHUCTpaTopa BBeanTe Tekywmii PIN-kKog agammHucTpaTopa.

PyKOBOACTBO aAMUHUCTpaTOPa

OKHo ycTaHoBKM PIN-Koaa nonb3oBatensa

@o Ycranoeka PIN-koaa nonb3osatens X

Texywmit PIN-koa agmuHucTpatopa
Hoeeiit PIN-kog nonbsoeartens
MoareepkaeHne Koaa

{'5 Hoseein PIN-koa He 3apaH

1.2

PucyHok 47

5. B nonsx Hosbiit PIN-koa nonb3oBatens u MoareepaeHue PIN-koaa BeeguTe HOBbIM PIN-Kop,
nosb3oBaTtena u NoATBEPXKAEeHNEe COOTBETCTBEHHO.

6. Haxxmute BbINnONHUTD.

7. MNpwv ycnewHoi yctaHoBke HoBoro PIN-Koaa nosb3oBaTena oTobpa3nTca cooTBeTCTBYOWEE

coobuieHune, HaxkmuTe OK, 4To6bl 3aKpbITh €ro.
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EAuHbIN KNneHT JaCarta PyKkoBOACTBO agMMHUCTpaTOpa 1.2

10. Pa3zbnokuposKa PIN-Koga nonb3oBaTens
(B NpUCYTCTBUN aAMUHUCTPATOPA)

Ecan nonb3osaTtenib NpeBbICUA MaKCMManbHOE AO0NYCTUMOE YACA0 NOC/e0BaTeIbHbIX HEBEPHbIX MOMbITOK
BBoAa PIN-koaa nonb3osaTens, To PIN-kog nonb3osatens 6n1okupyetca. Mpoueaypa pazbaoknposkm PIN-
KOAa No/sib30BaTeNA pas3/inyaeTcsa B 3aBUCMMOCTM OT MPUIOXNKEHNUA, YCTAaHOBIEHHOTO B MaMATb
9/1eKTPOHHOrO K/ltova:

e PKI u PKI/BIO — nocne pa3bnoKMpoBKM agMUHUCTPATOP SONKEH YCTAaHOBUTb HOBbIM PIN-Ko4
nosab3osarens.

e [OCT n STORAGE — pa3b10oKnpoBKa 06HyNAET CYETYMK HEBEPHDBIX MOMbITOK A0CTyNa, 3HayeHue PIN-Koaa
No/ab30BaTeNA OCTAETCA NPEXHUM.

10.1. NpunoxeHna PKI n PKI/BIO

Y7066l pazbiokmposaTtb PIN-Ko4 noab3oBaTtens, BbINOJHUTE Cleaytowme AencTBua:

1. MNoacoeAnHUTE 3NEKTPOHHbIN KoY, Ha KOTOpOM HeobxoamMmo pa3bnokmposaTb PIN-Kog,
nosib3oBaTenA, K KOMNblOTepY.

2. 3anyctute EguHbIn KaneHT JaCarta u nepenguTe B peXXMM agMUHUCTPaTopa.

3. B neBoi naHenu EguHoro kaneHTa JaCarta BbibepuTe HyKHbIN 3NEKTPOHHbIN KAHOY U B LEHTPA/IbHOM
YacTu B 3aBUCMMOCTM OT YCTAHOBJIEHHOTO B MaMATU 3/1IEKTPOHHOTO K/1t04a NPUIOXKEHNA OKHA
Bbi6epuTte BKknagky PKI nnum PKI/BIO.

4.  Ecnm PIN-Koa nonb3oBaTtens 3abnokupoBaH, byaet otobparkatbea 3Ha4oK Pasbnokuposatb PIN-Kog,
nonb3oBaTtensa (cm. puc. 48).

3HauokK pasbnoknposatb PIN-koa nosb3osaTena

00 Eannbiit knuenT JaCarta
EAQnHbIN KNneHT JaCarta

BioSC

VHdpopmauua o TokeHe PKI/BIO SecurLogon

Onepaunu

m 2 =, Co3aartb 3anpoc Ha
3AMWHUCTPATOPA... ‘ cepTnduKar...

Knwoun n ceptudukaTel

PucyHok 48

5. HaxmuTte Pa3bnokuposaTtb PIN-Koa nonb3osatena. OtobpasuTca cieaytoliee okHo (cm. puc. 49).
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EAunHbINA KnneHT JaCarta PyKOBOACTBO aAMUHUCTpaTOPa

1.2

OKHoO pasbnokunposku PIN-Koza nonb3oBaTens

.@ Paz6nokupoeka PIN-koaa nonssosatens X

Tekywmii PIN-koa agmuHucTpatopa

Hoewi PIN-kog nonssosatena
ey ‘ #
MoaTeepxaeHUe KOA3

BuinoAHUTL 3aKpbiTh

PucyHok 49

B none Tekywmii PIN-Kog agmMmUHUCTpaTOpa BBeAUTE TeKyLmit PIN-KoZ agMUHUCTpaTOpa.

B nonsax Hosbliii PIN-Koa, nonb3oBartens v Noarsep:kaeHue PIN-Koga BeeanTe HoBbIM PIN-KoA,
Nno/sb30BaTeNA U NOATBEPKAEHNE COOTBETCTBEHHO, MOC/1E YEro HaXMUTe BbINONAHUTD.

Mpw ycnewHon pazbaoknpoBke 1 HasHayeHun Hosoro PIN-Koaa nonb3oBaTena otobpasmnTca
cooTBeTcTBYloWee coobueHue (cm. puc. 50)— HaxkmuTe OK, 4To6bI 3aKpPbLITH €ro.

& Yenewno ¥

@ Pas6nokuposka npoLuna ycnewHo. Cuérunk owmbok ssoga PIN-koaa

nonb30eaTens obHynéx

PucyHok 50

Mocne nponsseaeHHbIX ,D,eVICTBMVI 3.I'IeKTpOHHbIl‘/'I K/1I04 MOXHO nepeaaBaTb NO/1b30BaATEHO.

10.2. MpunoxeHna NOCT n STORAGE

YT106bI pa3bnoknposatb PIN-Koa nonb3oBaTens, BbINOAHUTE Caeayloliue AeNCTBUA:

1.

MoacoeAnHUTE SNEKTPOHHbIN KoY, Ha KOTOpoM HeobxoamMmo pasbnokuposaTb PIN-Kog,
nosb3oBaTeNAa, K KOMNbloTepy.

3anyctute EanHbIN KnneHT JaCarta 1 neperanTe B peXum agMUHUCTPATOPA.

B nesow naHenu EanHoro kKaveHTa JaCarta Bbl6epuTe HY}KHbI 3NEKTPOHHDBIN KAOY U B LLEHTPaNbHOM
YacTU B 3aBUCMMOCTU OT YCTAHOBNEHHOrO B NAaMATU 3/IEKTPOHHOTO K/0Ya NPUIOKEHNA OKHA
BbibepuTe BKkAaaKy FOCT nam STORAGE.

Ecnu PIN-Kog nonb3oBaTens 3abnokmposaH, byaet otobpaskaTbea 3Ha4oK Pa3baokuposatb PIN-Kop,
nonb3oBarensa (cm. puc. 51).
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EAuHbIN KNneHT JaCarta

PyKOBOACTBO aAMUHUCTpaTOPa

3HauyoK pasbioknposku PIN-Koga nonb3oBaTens

1.2

QO Eannbi knuenT JaCarta

EavHbIN KNneHT JaCarta

eToken GOST

ViHpopmauuma o TokeHe / roct \ SecurLogon

Onepaunn C NpUAOXKEHUEM

[so\ PasBnokuposare PIN- N

il koA NONb30BATENA.

WHuunanusnposars... %@\ -

% ere PlN-Koa
BAMUHWUCTPATOPA...

CEPTNOUKAT...

=2 Co3gatb 3anpoc Ha
_‘ AunarHocTuka...

Knwoun n ceptmpukatsl

PucyHok 51

4. Haxmute Pa3bnokupoBatb PIN-Kop nonb3osartena. OtobpasuTca cneayloliee okHo (cm. puc. 52).

& Npeaynpexaenne ?

A

Ana npunoxenna NOCT onepauwa pasBnoknpoeku ceognTca K cBpocy
CYETHYMKA HEBEPHbIX NnonbiTok eeoga PIN - koaa nonesoeatens. Takoe
NOBEAEHWE rapaHTUPYET, YTO HUKTO KPOME NOSIb30BATENA HE CMOXKET
NOAy4WUTE A0CTYN K karody 301,

Ecan PIN - koa none3osatens BE3B03EPATHO YTPAYEH, TO EAMHCTBEHHDbII

X

BbIXOA — MHMUMANM3npoeaTe npunoxenne ¢ YIJANEHWEM ecex obbekTos

MPUACKEHNA U NX NOCNEAYHOLLIMM NEPEBLIMYCKOM.

[[] Heorobpaxars 310 coobiuyeHue B gansHeiiuem

5.  Haxmute OK. OTo6pasuntca cneaytollee okHo (cm. puc. 53).

OKHo pasbnokunposku PIN-Koza nonb3osaTens

Q‘> PasBnokupoeka PIN-koaa nonesoeatens X

Tekywnit PIN-kog agmuHncTpatopa

| &

BeINOAHNTE 3aKpbiTh

PucyHok 52

PucyHok 53

6. B none Tekywuit PIN-koa agmuHucTpaTopa seeauTe Tekywmii PIN-Kog, agMuUHUCTpaTopa, Noc/e Yero
Ha*KmuTe BbINONHUTD.
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EAunHbINA KnneHT JaCarta PyKOBOACTBO aAMUHUCTpaTOPa 1.2

@ Mpu pasbnokuposke PIN-koga nonb3osaTens cbpacbiBaeTcs CHETYMK HEBEPHbBIX MOMNbITOK BBoAa PIN-Koaa
nonb3oBaTensa, NPy 3STom camo 3HavyeHue PIN-Koga nosnb3oBaTesia OCTAéTCA HEM3MeHHbIM. Mpu
HeobXxoaMMOCTM N3MeHUTb 3HaYeHne PIN-Kofa nonb3oBaTena BOCNOb3yHWTech NpoLeaypomn
MHUUMANN3aLNMN.

7.  Npwu ycnewHoi pasbnoknposke PIN-Koga nosb3osaTens 0TOH6PasnTCA COOTBETCTBYIOLEE COObLLeHNe
(cm. puc. 54). HaxkmuTe OK, 4uTo6bl 3aKpbITh €rO.

e@ YcnewHo X

Pazbnokuposka npowna ycnewHo. Cuérunk ounbok seoga PIN-koaa
Y

nonb3oeatens obHynéx

PucyHok 54
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EAunHbINA KnneHT JaCarta PyKOBOACTBO aAMUHUCTpaTOPa 1.2

11. Pa3zbnokmpoBKa PIN-Koga nonb3oBaTtenA
(B yAANEHHOM peXunme)

Pa3bnokunposka PIN-Koga nonb3oBatens B yAaIEHHOM peXuUMe SOCTYMHA TONIbKO AN1A 3N1EKTPOHHbIX
Ktouen ¢ npunoxkenusamm PKI v PKI/BIO (nogpobHee cm. 1.3.1. MapameTpbl 3N1EKTPOHHbIX KAtouel npu
nocTtaBke).

[na BO3MOXKHOCTH pa36}10KMPOBKM 3/1EKTPOHHOTO K/l0Ya B YOANEHHOM peXume:

® HeobxoauMmo, 4To6bl B OpraHm3aLmMm b6bina yCTaHOBAEHA CUCTEMA YYETA U YNPABAEHUA annapaTHbIX
CpeAacTB ayTeHTUdMKaALMK; B HACTOALLEM AOKYMEHTe AnA npumepa byaeT ncnosb3oBaTbcA cUcTeMa
JaCarta Management System (noapobHee cm. LoKymeHT [JaCarta Management System. PykoBoacTBO
aaAmuHUcTpaTopal);

® HeobXxo4MMO, YTOObI 3NEKTPOHHBIN K04, NogAeKaLMIA Pa361OKMPOBAHMIO Bbla 3apercTpMpoBaH B
cucTeMe y4éta M ynpasieHMa annapaTHbIX CPeACcTB ayTeHTUPUKALMN [0 MOMEHTA ero 610KUPOBKY;

®  eC/IM UCMONb3YIOTCA 3/1eKTPOHHbIe Katoun eToken u JaCarta PKI ¢ dyHKLMen 06paTHOM COBMECTUMOCTU C
NPOAYyKTaMun KoMNaHuu AnagamnH, HeobxoaMMO, YTObbl OHM BbIIN MHULMANU3UPOBAHBI C 3a4aHHbIM
PIN-kogom agMMHUCTPATOPAa;

® eCc/IM UCMOJb3YIOTCA 3N1EKTPOHHbIE Katoun JaCarta, Heobxoanmo, YtTobbl B Kauectse PIN-koga
aAMUHUCTPaTOpa NPV MHULMANM3auumn bbin 3agaH Katod 3DES (cm. pasgen 8. MHuumnanusaums
3/IEKTPOHHbIX KAtoYei).

Y106b1 pazbnokuposats PIN-Kog nosib30BaTeNs B yAaAEHHOM PEXMME, BbINOHUTE CAeaytoLime AeNCTBUA:

1. TpOUHCTPYKTMPYiTE Nonb3oBaTensa (Hanpumep, no tenedoHy) NOAKAOUNTL SNEKTPOHHDIN KoY C
3a6/10KMpoBaHHbIM PIN-KO40M N0Ab30BaTeNA K KOMMNbIOTEPY M 3anycTUTb EANHBIN KaneHT JaCarta.

OkHo EanHoro KnuneHTa JaCarta Ha akpaHe nosib3osatend 6yAeT BbirnaAeTb cneaytowmm obpasom
(cm. pnc.55).
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EAuHbIN KNneHT JaCarta PyKkoBOACTBO agMMHUCTpaTOpa 1.2

OKHO C 336}10KMpOBaHHbIM PIN-KogoM nonb3oBaTens B pexumme nosb3osatens

& EauHbiii knuent JaCarta — O X
EanHbIN KNneHT JaCarta MaAA1 m.)»

JaCarta PKI

JaCarta PKI
HassaHue JaCarta PKI

Mpunoxenna  PKI - 3abnoknpoBaHo >
BezonacHeill docmyn K pecypcam

Homep mogenn JC100

Hazoeume 3mom HOMep npu 0BPaWeHUU 8 MexXHUYECKYH0 noddepxKy.

¢ Hacrpoiikun

MepeknioyYnTLCa B PEXUM
3AMWHUCTPUPOBAHNA

PucyHok 55

2. MNonb3oBaTenb A0/MKEH HaxaTb PazbnoknposaTtb. Ha 3kpaHe nosb3osaTena otobpasutca cneayouiee
OKHO (CMm. pu1c.56).

OKHO 3apaHuAa Hosoro PIN-koga nonb3oBaTens

.O Pasz6nokupoeka PIN-koga nonesosatens X
Texyuyai PIN-xoa agmuHucTpatopa

Hoebnii PIN-koa nonssoeartens

| &b

MoaTeepxkaeHune koaa

| |

& Hosewi PIN-kog He 33aaH

BbINOAHWTL l 3aKpbiTh

PucyHok 56

3. B nonsx Hosbiit PIN-koa nonb3oBatens u Mogreep:aeHue PIN-Koaa nonb3oBaTenb fOMKEH BBECTU
HOBOe 3HayeHue PIN-Koga nosib3oBaTena 1 NoATBepPKAEHNE COOTBETCTBEHHO, MOC/E Yero
Nno/ib30BaTe/b 0/IKeH HaKaTb BbINoNHUTL. Ha 3KkpaHe nonb3oBaTens otobpasnTcs cieaytollee OKHO
(cm. puc. 57).
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EAuHbIN KNneHT JaCarta PyKkoBOACTBO agMMHUCTpaTOpa

OkHo 3anpoc/oTeeT

& 3anpoc/Otser: JaCarta PKI X

na NnpojoKeHNA BbINONHEHNA ONEPaLMN BaM
HeoBxoAuMO 0BPaTUTLCA K CUCTEMHOMY
3AMWUHUCTPATOPY W COOBLLMTL AGHHBIE, YKa3aHHLIE B
none "3anpoc”

3anpoc | 3AG79797F12AF404 '

one |

Ocrtanoce noneitok: 7

4. Monb3oBaTesb fOMKEH NPOANKTOBATb aA4MMHUCTPATOPY OTOBpPaXKaoWMIACA Kog 3anpoca.

pa3bnoKMpPOBKM (CM. puc. 58).

OKHO KOHcou ynpasneHua JMS

1.2

PucyHok 57

AZMUMHUCTPATOP, UCNONb3YA UHTepdeinc KoHconu ynpasieHua JMS 0onKeH OTKPbITb OKHO yYAanéHHOM

Konconb ynpasnexua JMS (TESTDOMAIN1 \jmsadmin) (=)o ][]
J OeiicTena [
% Yoanvre | & Hassauuts nonssosatenio B %
{EHHBINA mm OTKAIOWMTL -
Y -~ OTMEHMTL HasHaveHne g BepHyTb B skanyaTa YpanetHas 4
. Obrosuts | S¢ O asHayeHue | i Orozmas f& Bep IKCNYATa
alm 4 J HazHaueHue 4| Boisoa 13 sKanyaTaLym
“"4’! MonbsoBaTenu v n
% ., - Mogens 4« WaeHTudwu... Bnaaeney MeTka Cratyc
= JaCarta PKI  0B5300042... Monb30Ba... 3aperncTpu...
Vv
W Kniouesbie HocuTeny “ | |G JaCartaPKI  0B5200151... JaCarta#... 3aperucTpu...
= - | JaCarta i1 0B5200131... JaCarta PKI
Kntouesbie HoCHTEenu
R" Mpodmnm v
l@ Monb30BaTenu 1 ponu v
[j ObcnyxuBaHue v
.] Kyprans! v
i .
d HacTpoitku v 1
1':6 YechosE Y. H 4 b M o2 w31 TMokasbieaTeno 25 =
A\ HenpouuTansie yeepounerus: O | |= 'I %)
PucyHok 58
OKHO yaanéHHol pa3baoKkMpoBKM ByaeT Bbirnagetb cneayowmm obpasom (cm. puc. 59).
Crp. 59
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EAuHbIV KnneHT JaCarta

PyKOBOACTBO aAMUHUCTpaTOPa

1.2

OKHO yaaneHHoM pa3baoKMPOBKM

WHbopMaLA 0 KNKYEBOM HoCUTENe

WaeHTudmkaTop:
Moaens:

MeTka:
Bnaneneu:
Cratyc:

0B52001314129243
JC100

JaCarta PKI
test_user1
WcnonbsyeTcs

3anpoc
" — T

BeeauTe TEKCT 3anpoca, NONYHEHHOr0 0T MONb30BATENA,

lerepawn OTeeTa

OtseT:

CreHepuposath OTeeT

cxonuposaTh & Bydep

MNepeaaiiTe Nonb30BaTENO CTPOKY € OTBETOM MM
ckonupyiiTe B Bydep obMeHa ans nepeaaqm cpeacTsamm

3NEKTPOHHOU NOYTHI.

PucyHok 59

6. AQMUHMCTPATOP AO/IKEH BBECTU KOZ 3anNpoca, COObLWEHHbIN Nosib3oBaTesieMm, B Nosie 3anpoc, nocne

Yero HaxaTb creHepuposaTtb OTBeT.

Koga oTeeTa 0To06pasmTCcs B COOTBETCTBYIOLWEM nose (cm. puc. 60).

OKHO yaaneHHol pa3b1oKMPOBKM C KOAOM OTBETA

WrdopMaLma o KNo4esoM HoouTene

WaeHTudmkaTop:
Moaens:

MeTtka:
Bnapeneu:
Cratyc:

3anpoc
3anpoc:

3A979797F 12AF404

0B52001314129243
JC100

JaCarta PKI
test_user1
WacnonbsyeTtcs

BCTaBuTh us Bydepa

BeeauTe TEKCT 3anpoca, NONY4EHHOro 0T NONb30BaTENA,

lMeHepawn OTBETa

OtseT:

9F48B3CD02D01C7C

cresepuposatb OTBeT

cKonupoBaTs B Bydep

MNepeaaiiTe NoNb30BaTENO CTPOKY ¢ OTBETOM MM
ckormpyiTe B Bydep ofMeHa ans nepeaaqum cpeacTeamm

3NEKTPOHHOM NOYTHI.
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EAuHbIN KNneHT JaCarta

PyKOBOACTBO aAMUHUCTpaTOPa

7. ALMUHUCTPATOP A0/KEH NPOAMKTOBATb NO/b30BaTENI0 KOA OTBETa.

8.

BBOJ, HaXxXaTnem KHonku OK.

OKHO 3aI'IpOC/0TBET C BBeJeHHbIM KOOOM OTBETA

& 3anpoc/Oreer: JaCarta PKI X

Ana NpojoIKEHWUA BBINOIHEHWA ONEPALIUN BaM
HeoBxoauMO 0BpPaTUTLCA K CUCTEMHOMY

3AMUHNCTPATOPY W COOBLUWTD ABHHBIE, YKa3aHHbIE B
none "3anpoc”

3anpoc ' 3AG79797F12AF404 '

Oreer ' 9F48B3CD02D01C7(] '

Coc | o

Ocranock nonbitok: 7

1.2

Monb3oBaTesib LO/IKEH BBECTM KO OTBETA B COOTBETCTBYIOLWEM Moe (cm. puc. 61) u noateepauTb

PucyHok 61

Ecnu Kog oTBeTa 6bln BBEAEH BEPHO, Ha 3KpaHe Mo/ib30oBaTesiAa 0TobpasunTcs cregytolee coobuieHme

(cm. pumc. 62).
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OKHO ycneLHO BbINONHEHHOM pa3bioKMPOBKM

QO YcnewHro

Pas6nokuposka npoLuna ycnewHo. Cyérunk oumbok esoaa PIN-koaa
nenb3oearens obHynéx

PucyHok 62
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EAunHbINA KnneHT JaCarta PyKOBOACTBO aAMUHUCTpaTOPa 1.2

12.

CmMeHa PIN-Koga agMUHUCTPATOPA

PIN-Kog, afAMUHUCTPATOPA MOXKET ObITb YCTAHOB/IEH HE BO BCEX MPU/OKEHUAX B MAMATU 3/1EKTPOHHbIX
Kntouel. MogpobHee cm. «1.3.1. MapameTpbl SNEKTPOHHbBIX KAKOYEN MPU NOCTABKE».

BHuMaHMe!

Mocne BBeaeHUA HenpasuabHoro PIN-KoAa agMUHUCTPATOPa HECKOIbKO Pa3 NoAPAL 3NEKTPOHHbIN KoY
6nokupyeTca. He ponyckarite 610kMpoBkM PIN-KOg4a agMUHUCTPATOPA HA 3N1IEKTPOHHbIX Katodax JaCarta.
PIN-Kog, agmuHUCTpaTopa, B oT/iMdmne oT PIN-Kkoza nonb3oBaTens, pa3baokMpoBaTb HEBO3MOXKHO.

B cnyyae 610KMPOBKM 31EKTPOHHOTO K/loYa Nocae HenpasuabHoro seeaeHnsa PIN-koga agMuMHUCTpaTopa
3N1EKTPOHHbIN KoY pa3b10KMpPoBaTb He/b3AA. B 3TOM cyyae MOXKHO 06paTUTLCA B CYKOY TEXNOAAEPMKKM
M NEPEVMHULMNANM3NPOBATL INEKTPOHHDIN KoY, HO C MOTepei BCexX AaHHbIX, XPaHALLMXCA HA HEM.

3agaHHoOe KonmyecTso nonbiTok BBoAa PIN-Koga agMUHUCTPATOpPa, @ TaKKe OCTaBLueeca KOIMYeCcTBO
NonbITOK MOXHO y3HaTb 3anycTuB EanHbIN KnneHT JaCarta nepeinana Ha Bknaaky MHpopmauma o TokeHe U
K/IMKHYB cCbinKy MoaHaa nuipopmaums....

Y106bl cMeHUTb PIN-KOZa aAMMHUCTPATOpPa, BbINOAHUTE CAeayloline AehCTBUA:

1. NopcoeamHUTE 31EKTPOHHDIN K/tOY, HA KOTOPOM HeobXxoAnMMO cmeHUTb PIN-Kog agMUHUCTPATOPA, K
KomnbioTepy.

2. 3anyctute EguHbIn KnneHT JaCarta u nepenguTe B peXXMM agMUHUCTpaTopa.

3. B neBoi naHenu EguHoro kaneHTa JaCarta BbibepuTe HyKHbIN 31EKTPOHHbIN KAHOY U B LEHTPA/IbHOM
YacTu OKHa BblbepuTe BKAAAKY, COOTBETCTBYIOLLYIO MPUIOKEHNIO, AN KOTOPOro HeobxoaAMMO
nameHntb PIN-Ko4 agMuHUCTpaTOpa.

4. Haxmute CmeHuTb PIN-KOA agmuHucTpaTopa. OTobpasunTca cieaytollee okHo (cm. puc. 63).

OKHO cmeHbl PIN-Koga agmuHucTpatopa

& Cumena PIN-koaa agmuHucTpaTopa X

Tekywmii PIN-koa agmuHucTpatopa

Hosbiii PIN-koa agmuHucTpatopa

MoarTeepxaeHne koaa

{'} Hoeeiit PIN-koa He 33aaH

PucyHok 63

© 2015, "AnapauH P.A." Ctp. 62



EAuHbIN KNneHT JaCarta PykoBoACTBO aAMUHUCTPATOpPa 1.2

5. B none Tekywwuit PIN-koa agmuHucTpaTopa seeaute Tekywmii PIN-kog agmuHucTpaTopa.

6. B nonsx Hosbiit PIN-koa agmuHuctpatopa 1 Noaresep:kaeHune PIN-Koga BBeanTe HoBbI PIN-KoZ,
AAMUHNCTPATOPa M NOATBEPKAEHME COOTBETCTBEHHO.

7. HaxXmute BbINOAHUTD.

8. Mpw ycnewHoi cmeHe PIN-Koga oTobpasutca cooTBeTcTBytOLEee coobuieHne — HaxkmuTe OK, uTobbl
3aKpbITb ero.
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13. Co3gaHune 3anpoca Ha cepTUPUKAT

Y106bI CO34aTh 3aMpPOC Ha CepTUPMKAT, BbINONHUTE Cledylolme AelcTBuA:

1. lMoacoeAnHUTE INEKTPOHHbIN KUY K KOMMbIOTEPY.

2. 3anyctute EguHbin KnneHT JaCarta, B neBon naHenu EanHoro kaneHTa JaCarta BbibepuTe HyKHbIN
3NEKTPOHHbBIN KNIOY U NepenauTe B peXXMM agMUHUCTPATOpPA.

3. B ueHTpanbHOM YacTh OKHa BblibepuTe BKAAAKY, COOTBETCTBYIOLLYIO MPUNONKEHUIO, ANA KOTOPOTrO
HeobXxoAMMO c034aTb 3aMpocC Ha cepTudMKaT, oTobpasunTca creaytollee okKHo (cm. puc. 64).

OKHO EanHbIi KnneHT JaCarta B pexkume agMmMHUCTpPaTopa Ha BKAagke PKI

.0 Y = O
EQnHbIA KNneHT JaCarta w@"
JaCarta#0B52002114119243

2114119243 Vipopmauua o Tokewe / PKI \ TOCT SecurLogon

Onepauvm C NprUaoXeHnem
Ycranoeuts PIN-ko, Q
Wuununann

é NONb30B3TENA...
%,, EHUTE = Co3garb 3anpoc Ha
‘ cepTnduKar...

Knioun n cepTudukathl MO

Obwvekmbl He HaliOeHb!

108 Hacrpoitku

I'lepemloumbc.q B peXxum
nonb30BaTensa

PucyHok 64
4. HaxmuTe Co3aaTtb 3anpoc Ha cepTuduUKar.... OTobpasuTca cnepytouiee okHo (cm. puc. 65).
OKHo BBeauTe PIN-Kog nonb3osaTensa
& P X
Beeawte PIN-koa nonszoeatens
[ Bl %
PucyHok 65
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5.

Beeaute PIN-kog nosnb3oBatena u Haxkmute OK. OTobpasnTcs cieaytoliee oKHoO (cm. puc. 66).

OKHO co3gaHuA 3anpoca Ha cepTuduKat

& Cospanve 3anpoca Ha cepTudukar X

Wmsa ’

& Mone 'ma’ oBasatensHo 4na 3ancaHEHNA

Wcnone3osanune knoya

Undposaa nognuce i
HeoTtkazyemocTe

Wndpoeanue knroyei
LWndposanue gaHHbIX

MpeaHasHaueHne

MpoBepka NOAMMHHOCTI KANEHTA
33LMLLIEHHA 3NEKTPOHHARA NOYTa
[J Npoeepka nognunHocTn cepeepa
[ Noanuce koaa

Kntouesas napa

Tun kntoyesol napbl ’ RSA

v|
Pasmep knroua { 1024 v ]

1.2

PucyHok 66

Beeante nmsa 3anpoca, BbIGEpMTe HEO6XO,EI,MMbIe onumn B none Ucnonb3oBaHue KNOYa, Nocse Yero

HaYXMUTE KHOMKY . OTobpasuTca cneaytoliee okHo (cm. puc. 67).

OKHO coxpaHeHuA 3anpoca

& Coxpanenrne X
T E] « admin_test > [JokymeHTbl v O Mowuck: JokymeHTbl el
Ynopagounte ¥ Cospare nanky v
~ ~
Wmsa 313 M3MEHEHMNA Tun
3 Manens BeicTpore A
I PaBouwii cTo. # HeT 3neMEeHTOE, YA0BNETEOPAMOLLMX YCNOBMAM NOKCKS.
& 3arpyzu  #
=] Ookymenter #
=] Mzobpaxenn # ¥ <€ >
Wma daiina: I ql v
Tun daiina:  3anpocel Ha cepTudukart(*.p10) v |
PucyHok 67

BeeauTe uma daitna gna coxpaHeHus 3anpoca, Bbibepute popmar CoOXpaHeHMs 13 PaCKPbIBaOLLEerocs

CMUCKa U HaxkmuTe CoxpaHuTb. OTOBpasnTca cneaytowee oKHo (cm. puc. 68).
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OKHO C006LI.I,EHMFI O CO34aHHOM 3anpoce Ha CepTVICI)VIKaT

& Cospanme 3anpoca Ha ceprudmkar X

3anpoc Ha cepTdunKaTt Ha umsa 'queryl’ OTKpbITb KaTanor

co34aH W coxpareH B pann: 'C:

\Users\admin_test\Documents\q1.p10'

PucyHok 68

8. Ecnn xotute ybeautbea, 4TO 3anpoc Ha cepTUdMKaT coxpaHeH B dalin 1 NneperTn B KaTanor ¢
COXPaHEHHbIM 3aNPOCOM Ha CepTUPUKAT — HaXKMUTe .

9.  Ecnm xoTuTe ckonmposaTb COAepMmoe 3anpoca B bypep obmeHa — Haxmute . 3anpoc
KonupyeTca B OfHYy CTPOKy 6e3 Teros.

10. HaxkmuTe ANA 3aBepLIeHua.

Mocne BbiNycKa cepTudrKaTa ero MOXHO MMMNOPTMPOBATL Ha TOKEH (NogpobHee CM. AOKYMEHT [EQuHbIl
KnueHm JaCarta. Pykosodcmeo nosnv3osamens] pasgen 5).
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14. Onepaunn c 06beKkTaMn B NaMATU
3NEeKTPOHHbIX Ko4yeun

L9 BbINONHEHWA onepaunin ¢ 0b6beKkTamu (KtoYeBbiMU KOHTeMHepamu, LMdpoBbIMU cepTUdUKaTaMmu) B
NamsATU 3NIEKTPOHHbBIX KtoYen Heobxoanmo npeabasaatb PIN-koa nonb3osatens. UckatoueHune
COCTaBAAOT 3/1EKTPOHHbIE KAtoUM ¢ npunoxeHnem OKH.

CeeaeHuna 06 onepaymax c 06 beKTamm B NaMATU 3/1EKTPOHHbIX K/kouYel npusBeneHbl B 4OKYMeHTe [EQuHbIl
KknueHm JaCarta. PykoeoO0cmeo nosav3osamens).
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15. BbINyCK 3N1eKTPOHHbIX KNOYen Ha
npuMepe yaocToBepAloLLero LeHTpa
Microsoft Windows

Mpoueaypa BbINyCKa 3/1EKTPOHHOTO K/lO4a Ha Npumepe yaoctosepsaAtowero ueHTpa Microsoft Windows
npeagycmaTpusaeT NoAroToBKy WabaoHOB cepTUdMKATOB, YCTAaHOBKY CEpTUPUKATOB U BbIMYCK
371eKTPOHHOTO KAtoYa.

B npuBeaeHHOM HUXKe ONMCAHMM PAacCMOTPEHA Npoueaypa BbiMyCKa 3/IEKTPOHHOTO KKYa € NPUNOXKEHUEM
PKI B onepaumoHHbIix cuctemax Windows7/Server 2008/Server 2012 ¢ ycTaHOBAEHHbIMU CAYXXBamu
Microsoft Windows (AD DS u AD CS).

Mpoueaypa BKAOYAET caeaytolme 3Tanbi:

1. MoproTtoBKa Waba0HOB cEPTUPUKATOB:

1.1. WabnoH ceptudmKaTa AreHT permcTpauum — 418 aAMMHUCTPaTopa, KoTopbin byaeT oTBeYaTb 3a
BbIMYCK 3/IEKTPOHHbIX KtOYel.

1.2. WabnoH ceptudumkaTta Monb3oBaTenb cO CMaPT-KapTOi — cepTUdMKaTbl MO 3TOMY WabaoHy byayT
3anMnCbIBATLCA B NAMATb 3NEKTPOHHbBIX KNOYEN BO BPEMSA BbIMyCKa.

2. YcTaHoBKa cepTudMKaTa AreHT perMcTpaumm B 10Ka/ibHOE XPaHW/IMULLE Ha KOMMbloTepe

aAMUHUCTpaTOpa.
3.  BbInycK aneKTPOHHOro Katoua.

15.1. NoarotoBKa WabnoHOB CepTUPUNKATOB

1. Hamwute NYCK =>AamunHuctpmposaHue => LleHTp cepTuduKaumun. PazsepHuTe ysen LeHTpa
cepTndurKaLmm, 3aTeM HAXKMUTE NPaABOM KHOMKOW MbILWK HA NyHKTe LLIabnoHbl cepTUdUKaTOB U
BbibepuTe YnpasneHue (cm. puc. 69).

OKHoO ynpasneHus wabnoHamu cepTnudmrKaTos

) certsry - [LenTp ceprudukaumm (NokansHbii)\EntCA\LLaBaoHel cepTudukaTtos] \;li-

Qaiin  [eidcteme  Bwg Cnpaeka

| ¥ 0= H

1__:@ Lentp ceprudmeaumm (NTokaneHbii) Wnam HazHaueHune
4 g EntCA 5 Nourosan pennukauwa katanora MouToBan pennukauma cnyxBel K
_| OrossaHHbIe CEpTMdUKATEI H Mpoeepka NOAAMHHOCTH KoHTponne.. [poBepka NOANMHHOCTH KAWEHTA
_| BeiganHele cepTugmkartel H nposepka nognniHocTy Kerberos MpoBepka NOAAMHHOCTH KAMEHTE
| 3anpoce! 8 cxknaaHnn 5l Aren soccranosnenma EFS BoccraHosnenue aiinos
- Heyaaunsie sanpocel 5 Basosoe wingposanue EFS Wndrpyrowan dainosan cnctema
| WaBnoHe! cepTudmratos i
MpoBepka NOAAMHHOCTH KNMEHT
| ¥Ynpaenenue | Mpoeepka NOAAMHHOCTH CEPEEPA
Cospatb » MpoBepKa NOANMHHOCTH KNMEHTE
g 5 Wndrpyrowan dainosan cnctema
wa
rudmkaumn - <Bees
OBHoeunTe MoagnncelBaHne cNMcKa goBepuA |
IKCNOPTUPOEATE CNMCOK...
Cnpaeka
< 1] >

3anyck ocHacTEW WwWabnoHoe cepTdnKaTos

PucyHok 69
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OTob6pasunTca cnegytouiee okHo (cm. puc. 70).
OKHO KOHCO/IM WabnoHOB cepTUPUKATOB

] KOHCOMb WabnoHOE CepTUdHKaTOR \;‘i-

Qaiin  Jdeiicteme  Bwg  Cnpaeka

MR EE

] lWabnoner ceptndkatos (Snvl OtoBpaxaemoe uma iafnoHa Bep ~ ||| Leticrema
o
o PSec ! LabnoHel cepTMbKKaE... =
E‘ IPSec (aeToHOMHBIA 3anpoc) 1 .
& RAS- u IAS-cepaepei JdononHuTeneHble gei...  #
E‘ AreHT BoccTaHoBNEHWA EFS 1

2

ATEHT perMcTpaumm -
5 Arent BocCTaHOBNEHWA KAIOYE 2
1

JdononHuTeneHble gei...  #
Elarer percrpuom 1|
H Arent PETMCTRALMK (KoMMBOTER) 1
) Arenr perncTpaunn Exchange (aeTonom.. 1
EA,B,MMHMCTFIETDFI 1
5 bazosae wudposanne EFS 1
g Bef-ceprep 1
5 Bxog co CMapT-KapTon 1
g Komnetotep 1
] KoHTponnep gomeHa 1
g KopHeso# ueHTp cepTuduKkannmn 1
] MapwpyTusatop (aeToHOMHBIA 3anpoc) 1
5 MepekpecTHelid LeHTp cepTUdMKaLmMn 2
£ m > £ m >

WaGnoHoe cepTudmkatos: 33

PucyHok 70

2. B 3aBMCMMOCTM OT TOrO, KaKom WwabnoH Bbl XOTUTE C034aTb, HAXMuUTe HpaBOVI KHOMKOM MblILWIM Ha
cooTBeTCTBYyHOWLEM wabsoHe u Bbl6epVITe Ckonuposatb wabnoH.

@ Ecnu Bbl ucnonbayete Windows Server 2008, oTo6pasnTcs OKHO, B KOTOPOM Bam byaeT npeasiorKeHo
BblbpaTh Bepcuto WwabnoHa ceptudmkata: Windows Server 2003 Enterprise nnm Windows Server 2008
Enterprise. BbibepuTe nepsbiit nyHKT (Windows Server 2003 Enterprise) 1 Haxkmute OK.

15.1.1. MNMoaroToBKa WabnoHa cepTudunKaTa anAa AreHTa
pernctpauuu

1. B oTobpasuBliemca OKHe nepeianTe Ha BKAagKy O6wme. OKHO NPUMET cneayowmin Bug,
(cm. puc. 71).

2. B none Otobpaxkaemoe nms wabnoHa BBeaMTe UMA co3gaBaemoro wabnoHa, Hanpumep, AreHT
peructpauum EguHoro knmnexra JaCarta.

3. MeperanTe Ha BKNaaKy BesonacHocTb. OKHO NPUMET ceaytolmii Uz (Cm. puc. 72).
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OKHO CBOMCTB HOBOTO WabnoHa cepTuduKata. Bknagka Obwme.

Cepeep I TpefioEaHMA BLIAGYM I YoTapeewwe watnoHs! | Pacwmperna I BesonacHocTs
CoBMeECTMMOCTE | OBwme | OEpaboTka sanpoca I WepposaHue | Wma cyBbexTa

Crrofpaxaemos MMA wWabnoHa:

Korma "AredT

Mg wabnoxa:

Korma "AredT perucTpawun”

[MNepyon nERCTEWA: MNepwon oBHOBNEHWA:

CdF ¥ [ b

[] OnvBnnkosaTe cepmvawmikat B Active Directory

[] He vcnonesosats aBTOMaTMHECKY NepeSaREKY, BCIW TaKOI
CEPTUMKET yke cywecTsyeT B Active Directory

0K | | CmaeHa | | MprmeHn TS | | Crpaexa |
PucyHok 71
OKHO CBOMCTB HOBOTO WabnoHa ceptuduKaTta. BkiagKka besonacHocTb.
CoBmMecTHMOCTE I Owme I OfpaboTka sanpoca I neppoBaHHe I WA cyBbexTa
Cepeep I TpefoBaHWA Bblaau I YeTapesiwme wabnoHe! I PacwmpeHna | BezonacHocTe
[pynnet UK NoneSoBEATENW:
Authenticated Users
& al
% Domain Adming (TEST\Domain Admins)
% Enterprise Admins (TEST Enterprize Admins)
|ﬂn§iﬂnh... | | YaanuTs |
Paspewenrna ana rpynnel "Authenticated Users™ Pazpewnts 3anpemits
MonHElA gocTyn
TeHue
Zanuce
Zanreka
AETOMETWUECKER NOAEYE SEAECK
Yrofkl 3308TE 0cofbIE PESPEWEHMA MW MEPEMETDEI, HEXMWTE KHOMKY
"OononHuTensHo "
MNogpofHee of yNpaENeHU ADCTYIOM M DESDELIEHWEX
oK || Omveta ||I'h|!uurh|| Crnpaeka |
PucyHok 72
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15.1.2. NoaroTtoBKa wabnoHa ceptndunkaTa gnAa Nonb3osaTtena
CO CMapT-KapTon

Mpoueaypa oTAnYaeTcA B 3aBUCUMOCTU OT MCI'IOI'Ib3VEMOV1 OI'IepaLI,MOHHOﬁ CUCTEMDI:

e OC Windows Server 2008

nnn

e OC Windows Server 2012

Mpoueaypa ana OC Windows Server 2008:

1. NepeiguTe Ha BKNaaKy O6wme. OKHO NpMMET creayowm Bug (cm. puc. 73).

OKHO CBOICTB HOBOrO WabnoHa cepTuduKaTta. Bknagka Obwme.

x

TpefoBaHWA BelLaum I YeTapeswwe wanoHe! I Pacwwmperna I BezonacHocTe
Ofwme | OBpafioTka sanpoca I Wrg cybberta I Cepeep

Crmofpaxaemos wMA wabnoHa:

Komwe "o

MiHIMansHo
nopoepxwsaemeie UC:  Windows Server 2003 Enterprise

Wmp wabinoqa:

Komua "Monesosatens co cMapTHapToi”

Mepwon oefcTeMA: Mepwon oBHOBNEHWA;

] — N G

¥ OnyGmukosats cepmdwkar s Active Directory

™ He wcnonbsoBaTh aETOMATUYECKYID NEPESAREKY, SCMM TAKONA
cepTMgmIaT yxe cywecTteyeT B Active Directory

Ecnu HEEDZMOKHO COZAATE HOBLIA KNoY, TO AnA
[ asToMamiueckoro oBHOBNEHMA CEPTMOMIKATOS CMapTHaPT
CREMYET MCMONB30BETS CYLLECTBYIOWWI KoY

OK I OmaeHa [ EHEHUTE: | Cnpaexa

PucyHok 73

2. B none Oto6paxkaemoe ums wabnoHa BBeanTe MmsA WabaoHa cepTUduKaTta, Hanpmumep,
Monb3oBartenb EguHoOro knmeHra JaCarta.
3. Mepengute Ha BKAaaKy TpeboBaHua Bbigaun. OKHO NpuMMmeT cregyowmii Bua (cm. puc. 74).
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OKHO CBOMCTB HOBOTO WabnoHa cepTudmkaTta. Bknasgka TpeboBaHMA BblAauM.

x
| Ofiwme | OfpafioTka sanpoca I W cyGbexTa I Cepeep

TpefiosaHuA BbINEYM | VeTapeswme wabnoHs! I PacwwpeHiun I bezonacHocTe

TpefoEaTe ANA PEMMCTDELLAN:

[~ DooBperma gucnemiepa cepdwicatos LIC!

[™ VikasanHoro wicna asTopMS0BaHHLES NoATMCE: I:

ABTOMETMYECKAA PEMMCTPELMA He paspelwena (ecnv TpebyeTca Bonee oaHoR
noanucK).
B megavcy TReSYETCA YRasaTe THN MEaMTHEH:

Honumita MEHFMEHEHIA!

[T Byt

HofasuTe. .

\_ILIL

Yoamime

TpefoEaTe ANA NOBTOPHOMA PEMMCTDELLAN:
%) Tex e YCAOEME, UTO W A7 PETHETRALHA

) naTEEEAMTE CYLECTEUNILME CERTHRHKEAT

CK | Crmaera I MprreHrTE Crpaeka

4. BbinonHuTe cneaytoLime HacTPONKHK:

4.1. YcrtaHosuTe pnaKoK YKasaHHOro YMCNa aBTOPU3OBAHHBIX Nnoanuceil.

4.2. B cnucke B nognucu TpebyeTca yKasaTb TUN NOAUTUKM BbibepuTe MOAUTUKA NPUMEHEHMUA.

4.3. B cnucke Noautuka npumeHeHua Bbibepute AreHT 3anpoca ceptuduKaTta. Hactpoiiku byayT
BbITNAAETL Cneaytowmm obpasom (cm. puc. 75).
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Hactpoliku TpeboBaHMit Bbigaum ceptudmKaTa

x
Oiwwe | OGpafiomka 3anpoca | WA cyfbekTa | Cepeep

TpeGioBaHA BbIAZYM IchpeﬁLuue wabnoHs! I Pacumpetma I BezonacHocTe

TpefioEaTs ANA perkCTRaLMA:
™ OanBperme picnemepa ceptiamkaTos LIC

V¥ YkasaHHoro wicna aETopMS0BaHHBIX Mo ANMCER: |'|

ABTOMaTMYECKEA PEMMCTPaUMA HE paspelueHa (ecnu TpefyeTtca Gonee ogHoM
MoOnMcK).

B nognmew TpefiyeTch yKasats TN NOMMTHKK:

II'IanTwca NpHUMEHEHMA vI

[omMTKa NpMMEHEHKUA:

ITHAKETS

EAHTHKH BEILEUNH!

JatasuTs. .. |

Haanme

TpefGoEaTs ANA NOETOPHOM DEMMCTRALMA:
¥ Tex e yCnoswi, 4To W ANA pervcTpaLI
{~ MonTEEPANTL CYWECTBYIOWMIA CEPTUDMKAT

0K | Omaera I MpmeHnTE Cnpaexa

5. MNeperanTe Ha BKNagKy O6paboTKa 3anpoca. OKHO By4eT BbIrNAAeTb caeayowmm obpasom

(cm. puc. 76).
OKHO cBOWMCTB HOBOro WabnoHa cepTudmKarta. Bknagka O6paboTka 3anpoca.
x
TpeGoBaHMA BbigaumM I Yetapeswwe wWabnoHe! I Pacwwmperina I BezonacHocTs
OBume Ofpatiomea sanpoca | Wrma cyfierTa I Cepeep
Uene: Il'lou.nnc:b M WHPPOBaHWE j

HaanATe, aTOZEEHHEIE WAW MPOCpOYEHHEIE
CERETHPHRATE!, HE SRRHEHEYH

v BKMIOMMTE CUMMETPWYHEIE ANFDpHMTMBI,
pEZPELEHHEIE CYEBEKTOM
[~ ApxMBMpOBATL SaKpLITLE KNiod CyGhexTa:

MiHirmansHsIR

pasmep Knioua: 2048 ~

™ PaspewmTs SKCMOpPTMPOBATE 3aKPLITHIA KMoy

IMpW Nogaye afBKK ANA CySBeKTa M MCNONES0BSHMA 3aKPEITOrO KMKYa
£M0 CEPTUMKATE CNemyeT:

{¥ Mogaeats sasEKy ANA cyiLekTa, He Tpebyn BEOAA SaHHLD

{” ZanpawWBaTh NoNbS0BATENA BO BDEMA PErMCTRALM

ZanpaluKEaTs Nonb30EaTENA U TpeG0EaTE 0TEETE NpW
WCNONEZ0E3HAN SEKPEITOMD KNOYa

Nnr ewibopa MOCTABLUMKOS cnyx6 LLIHI‘:}:-‘DOEEIHHH MocTaBwmy .. |
(CSP) HaxmuTe KHonKy "TlocTaswmkm ™,

0K | OmeHa I I'Ipuﬂmwrbl Crnpaeka |
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EAunHbINA KnneHT JaCarta PyKOBOACTBO aAMUHUCTpaTOPa 1.2

6. B none MMHMManbHbIA pa3mep KAKOYa YCTaHOBUTE 3HAYEHUe He meHee 1024.
7.  HaxmuTe MocraBwmku. OTob6pasnTtca cneaytowee okHo (cm. puc. 77).

OKHO BbI6Opa NOCTaBLMKOB

x

BriGepuTe nocTaswmMK cnyxa wwppoeaHwa (C5P), koTopele moryT
BbITE MCMNONES0BaHE! ANA 3a8NPOCoE:

% TioBele NOCTABWMKM, MMELIMECA HA KOMMSIOTEDE CYEbEKTA;

" Zanpockl AOMKHE! MCMONES0BATE OAHOMO US CNEQYIOWI NOCTABLMKDE:

[ocTaBWHIH CAYHE KEUTTAREEDHH!

1]

JTOOooggond

PucyHok 77

8.  BbiNo/HUTE CeaytoLmMe HaCTPOMKK:
8.1. BblbepuTe NyHKT 3anpocbl A0MKHbl UCMONb30BaTb OAHOTO U3 CNEAYIOLWMUX NOCTABLLMKOB.

8.2. B cnucke MocraBwmkm cnyk6 kpuntorpadpumn otmetbte NyHKT Microsoft Base Smart Card Crypto
Provider.

9. MocnepoBaTesnbHO HaxkmuTe OK, 4TO6bI 3aKPbITb OKHO MOCTaBLLMKOB CAYXKO KpunTorpadum un
COXPaHWUTb U3MEHEHUSA B LWAbIOHe.

Mpoueaypa ana OC Windows Server 2012:

1. NepeiguTe Ha BKNagKy O6wwme. OKHO NpUMET cneayowmii Bug, (cm. puc. 78).
2. B none Otobpaxkaemoe umsa wabnoHa BBeanTe UMA WAbNOHa cepTudUKaTa, HaNpUmep,
Nonb3oBatenb EguHoro knauneHra JaCarta.

3. MNepenaunTe Ha BKNagKy TpebosaHuA Bbigaunu. OKHO NPUMET caeayowmin g (cm. puc. 79).
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EAuHbIV KnneHT JaCarta

© 2015, "AnagauH P.O."

PyKOBOACTBO aAMUHUCTpaTOPa

OKHO CBOMCTB HOBOTO WabnoHa cepTuduKata. Bknagka Obwme.

Cepeep I TpefoEaHWA BblgaYM I Yetapeswwe WaBnoHs! I PaciwmpeHua I BesonacHocTs

COBMECTMOCTE | OBuime | O6patom«a zanpoca | leppoEaHUe | Wma cyGrexta

COmofpaxasmos uma wabnoHa:

|I'IonbsoE:aTenb Emmnoro knuwenTa JaCarta

Wma wabnoxa:

MNonesoeatens EguHoroknmeqtalaCarta

MNepvoa nefcTEns: MNepwon oBHoBNEHWA:

| 1||r_ v| | 'BHHen.. W

[w] OnyBnikosate cepmdukat & Active Directory

[] He wenonbsosat aEToMaTMUECKylo NEpEsaRBKY, BCMW TaKoN
CEPTMDBMKET yke cywecTeyeT B Active Directory

OKHO cBOMCTB HOBOTO WabnoHa cepTudmkarta. Bknagka TpeboBaHMA Bblgaum.

CoemecTamocTs | Ofwme | Ofpafotka sanpoca | pposaHue | Wrma cybbekTa

Cepeep | TpeGoBaHURA BblLaYM | Yeotapeswwe WabnoHe I Pacwmperia I BesonacHocTe

TpeGoBaTe AnA perMcTpaLm:
[]0ap6perma mcneTuena cepmoikaTos LIC

[[] ¥kasarHoro wcna a8 TOpUSOEaHHL NOAMMCE: El

AETOMETUYECKER PEMVCTREWAR HE paspellera (ecnn TpeyeTch
Gones 0HON NOANMCH).
B nagnucK TReSYeT oA gRasaTE T NoAMTHEM,

[loAuTIHES NpHAEHEHIMA:

[oAMTHEMH BEIGEYH:

TpeboBaTe ANA NOBTOPHOM PErMCTDALM:

(®) Tex %e yCNOBWIA, 4TO M ANA PETMCTDALIAM

() MopTEepmMTE CYLLECTEYOWMIA CEpTURMKET
[] Paspewnts oHosneHWe Ha ocHose Kniouei ()
TpefyeT NpeAOCTEENATE AaHHEIE 0 cyfbekTe B Sanpoce
CEPTURHKATE.

= 3nemeHT YNpagneHWA OTKNOYEH W3-33 N30aMETROE COBMECTAMOCTH.

0K ||0maia||l'h|!uﬂm||ﬁ'paca|

1.2
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EAunHbINA KnneHT JaCarta PyKOBOACTBO aAMUHUCTpaTOPa 1.2

4.  BbINOMHWTE Ceaylolime HAacCTPOMKH:

4.1. YctaHosuTe p1a’KoK YKa3aHHOro YMCa aBTOPU30BAHHbIX NOANUCEN.

4.2. B cnucke B noanucu TpebyeTtca yKasaTb TMN NOJUTUKM BbibepuTe MOAUTUKA NPUMEHEHUS.

4.3. B cnucke Moantnka npumeHeHus sbibepuTte AreHT 3anpoca ceptudukarta. Hactpoiikm byayt
BbIrNAAETb CaeayoLmm obpasom (cm. puc. 80).

HacTpoiiku TpeboBaHuit Bblgaum ceptudmKaTa

CsoicTBa HOBOro WabnoHa -
CoemMecTMOCTE I Oiwwe I O@pabomica sanpoca I nposaHme I Mrn cyfvekra
Cepeep | TpefosaHA Brlgaun | Yotapeswwe waBnoHe I Pacwmperiaa I BezonacHocTs

TpefoBate ANA perucTpaLm;

[ ] DaoBperin gucnemiepa cepmigukaTos LIC
YKa3aHHOr O YACNE SBTOPWE0BEHHE NOANMCE:

AETOMETMUYECKER PErMCTRELMA HE PaspelleHa (ecnk TpedyeTcA
Gonee ogHoM NognMcw).

B noarmew TpefiyeTca yKasats MM NOMMTAKK:

| Momumaka NpPHUMEHEHWA W |

[lonumaka MNpUMEHEHWA

|L’-‘«rEHT Sanpoca CEpTHRMKAETE Pw |

TpefoBaTe ANA NOBTOPHOM PEMMCTRELIA:

(®) Tex e yCNoBMA, 4TO M ANA pErMCTRALIK
() MoaTeEpaMTE CYLLECTEYIOWMIA CEPTUDMIKAT
Pazpewwt ofHoBNEHWE HA OCHOBE KNHoued ()

TpefyeT NpenocTaENATE A&HHBIE O CYABEKTE B 3anpoce
CEpTMMKAaTA.

= InemeHT YNPEENEHWA OTKNOYEH M3-338 N3paMETROE COBMECTUMOCTH.

0K | | Cmveqa | | MpumeHrTe | | Crpaexa

PucyHok 80

5. MeperanTe Ha BKNaaKy LWndpoBaHue. OKHO ByaeT BbIrnaaeTs cneaytowmm obpasom (cm. puc. 81).
6. BbinonHwuTe cnepytowime HacTPOMKK:

6.1. B none MMHMManbHbIA pa3mep KAKUa YCTaHOBUTE 3HAYeHNe He meHee 1024.

6.2. BblbepuTe NYHKT B 3anpocax MoryT Mcnosib3oBaTbCA TONbKO C/ieAyoLue NOCTaBLLUKK.

6.3. B cnucke MocTtaBWwmuKu otmeTbTe NyHKT Microsoft Base Smart Card Crypto Provider.

7. Haxkmute OK, 4TOoObl COXPaHUTb U3MEHEHMUA.
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EAuHbIN KNneHT JaCarta

PyKOBOACTBO aAMUHUCTpaTOPa

OKHO CBOICTB HOBOrO WabnoHa cepTuduKaTta. Bknagka LndposaHue.

Cepeep I TpefoBaHA Belaaum I YeTapeswwe wanoHs! I Pacwmperus I BezonacHocTs

CoemMecTMoCTE I Oiwwe I O@pabomica sanpoca | Wnepoearme | Mrn cyfvekra

K.areropua noctaswmea:; |Vc1apesu.|mm NOCTEBWMK ChyxE Wibposa |

Mg anropuria; |anenenHETcn NOCTEBWMIKOM CIyXE Wik |

MiHIManEHEIR pasMep Koua: 52

BblﬁEpHTB NOCTEEWWKOE WWPPOEEHWA, KOTOPBD, MOXHO WCNONBS0EaTE
ANA Sanpocos

B SANPOCEX MOryT MCNoNE30EITECA MoGkIe NOCTIBWMKN, AQCTYMHBIE HE
KOMMBKTERE NONES0E3TENA

D E JANPOCEX MOryT MCNONE3I0EITECA TONBKD CNEOYHLWME NOCTIEWNMKKA .

MNocTaEWwmEM:

OAthena ASECard Crypto CSP -
[CeToken Base Cryptographic Provider D
[OMicrosoft Base Cryptographic Provider v1.0

[Microsoft Base 0SS and Diffie-Hellman Cryptographic Provider
[Microsoft Base Smart Card Crypto Provider

#3W 3anpoca; OnpenenAeTcA NOCTABLLMKOM cryE Wagpa |

[ ] MicnonesyiTe AONOMHATENLHLIA SOPMAT NOAMMCH

0K ||DmeHa|||'m_net—MTh||Crpmca|

15.2. NMNy6nnkaumAa co3gaHHbIX LWabnoHoB
CepTUPMKATOB

Y7066l ONYHAMKOBATb HACTPOEHHbIE WabAoHbI CePTUGMKATOB, BbINOSHUTE Caeaytolwne AencTBus.

1. B KOHCOAM ynpaB/ieHWs LEeHTPa cepTUdUKALMUM PA3BEPHUTE Y3e/ LeHTPa cepTUdUKALUU, HAKMUTE
NpaBoW KHOMKOM MbIWKM Ha NyHKTe LabnoHbl cepTuduKkaTos 1 Bbibepnte Co3paTtb > BbigaBaembiit

wabnoH ceptudukara (cm. puc. 82). OTobpasuntca cneayroulee okHo (cm. puc. 83).
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EAuHbIN KNneHT JaCarta

PyKOBOACTBO aAMUHUCTpaTOPa

1.2

OKHO ny6/MKaLmMm BblgaBaeMoro WwabioHa cepTuduKaTa

@an  fefictene Bug Cnpaska

o 7 cd:= H

ﬁ LenTp ceprudumrkaumn (MlokansHeii)
4 é EntCA
[7] OTossaHHbIe cepTUdMKaTEI
7] BolgaHHbIe cEpTUdMKaTEI
(7] 3anpocel B oxuaaHUN

Mra

5 Nowrosas PEMAMKALMA KaTanora

) MNpoBepka NOANWHHOCTH KOHTPOANE..,
= npoBepka nognuHHocTi Kerberos

E AreHT BoccTaHoBNEHWA EFS

HazHaueHue

Moytoean pennukauma cryBel katano..
Mpoeepka NOANMHHGCTA KAWEHTa, [po..
Mpoeepka NOANMHHOCTH KAWMeHTa, [MNpo..

BoccraHoeneHue dalinoe

[7| Heyaaurble sanpoce

Wndpyrowan dannosan cucrema (EFS)
|.j WaGnoHe! cep1u¢umon|

5 Bazosoe wndposarue EFS

Bl KAaurnannen naszgs

Mpoeepka NOANMHHGCTA KAWEHTa, [po..

Y¥npaenenune |

MNpoBepka NOGAWHHOCTH CEpBERA

De

2 | Brigaeaemelii wabnod cepTudukara
WAPPYFOLER PanToEan CHCTERME (EF3)...

Cozgate

B 3
i npukaumn  <Bee>

OBHoBNTE Moanuceieanue cnucka gosepna (Micr...

JKCNOPTHPOBATE CIIMCOK..

Cnpaexa

COB,EI.EHHE HOEBEOra 3NEMEHTE B 3TOM KOHTEﬁHEpE.

PucyHok 82
OKHO cnu1cKa wabnoHoB cepTudmKaToB
BriSepute omH wabinoH CepTMMKaTa ANA MCNoNb30BaHWA B 3TOM LEHTPE cepTudikasn (LIC).
MNpumeyaHke . Ecni cozaaHHbIR WabnoH CepTMMKATS He 0TOBPEXEETCH B CrWCKE, NOA0NIMTE HEKOTOPOE
BPEMRA, NoKa MHBopMaLMA o wabnoHe He GyaeT penNNMUMPOBEHA HA BCE KOHTPONNEPE! A0MEHa.
He Bce walnoHe! cEpTMHOMKAETOE B OpraHn3auM MoryT BeiTe GOCTYNHE AnA Bawerao LIC,
JononHUTensHY D MHEOpMALKI CM. B pasgense DcHOBHBIE CEELEHNA O WaBnoHax CepTdHKATOE.
Wrag HazHausHue
] IPSec (@BTOHOMHLIA Sanpoc) |IKEnocpearmk IP-BesonacHoc
E RAS-u |AScepeepel [poBEpka NoANMHHOCTH KNWEHTE,
AredT pervctpaw EguHoro knwenTa JaCarta Arent sanpoca cepdmkaTa
] AreqT BoCCTAHOBNEHVA KNoYeR AreHT BOCCTEHOBNEHWA KIoYEH
E AreHT perucTpaLn AreHT 3aNpoca CEpTMRMKATS
& frenr pervcTpawK (KomMneoTep) AreHT sanpoca cepTMgMKATa
E AreHT perucTpawa Exchange (aBToHOMHBIA 38npoc) AreHT 3anpoca cepTHRMKETa
| Bxoa co CMapT-HapToi lMpoBepika NoAnMHHOCTM KnerTa, Bxoa co cvag
E MaplwpyTizaTop (EETOHOMHEIA 3ENpOC) [poBepka NoANMHHOCTH KNWEHTA
] MeperpecTHell LEHTD cepTdikaLim <Beex
< T} |
PucyHok 83

2. OTmeTbTe HacTpoeHHble WabnoHbl cepTUdUKaTos U Haxkmute OK. LLabaoHbl oTo6pasATcs B CnMcke
BblAaBaemblx WabaoHoB (cM. puc. 84).
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EAuHbIN KNneHT JaCarta PyKkoBOACTBO agMMHUCTpaTOpa 1.2

OKHO C 0T06pa)KeHHbIMM HOBbIMW WAbAOHAMM B CNNCKe BblAaBaeMbIX wabnoHoB

<. certsr - [LleHTp ceptudmkaumm (JlokansHelia\EntCA\LLIa6noHel cep... = =) -
DQan  fJedictene Buwa  Cnpaska
o 2 X

fﬁj LenTp ceprudumrkaumn (MlokansHeii) Wra ~

4 gi EntCA 71| Arent perncrpauyn Egutoro knuenta JaCarta
[ | OvoseaHHbIE cEpTUdUKATEI 7] Nonbsosarens EamHoro knuenTa JaCarta

L] Beiaansie cepTuguKate H MNouTosas pennukaung katanora
|| 3anpocel B oKMAIHMKN

E HpDEEpKE ACAAWHHOCTA KOHTpOANEDE JOMEHE

- Heyaaurie sanpocel g npoBepka nognuHHocTi Kerberos

I 5] Arent BoccTanosnenma EFS

H bazoeoe wndposarue EFS

] KoHTponnep gomeHa

g Bef-ceprep

] KomneroTep A
<] m >

PucyHok 84

15.3. BbInyCK cepTUPUKaATa areHTa perncrpauunn

YT106bI BbINYCTUTL CEPTUDUKAT areHTa PerucTpaLLMm, BbINOJHUTE Cleaytolme 4eUCTBMA Ha KOMMbloTepe,
KOTOpbI OyAeT CTaHUMEN BbIMYCKa 3/IEKTPOHHbIX K/toYei:

1. B OKHe KOHCO/M ynpaBAeHUs cepTudUKaTaMm Nob30BaTeNA HAXXMUTE NPABOI KHOMKOM MbIWW Ha
nyHkTe JInuHoe 1 Bbibepute Bece 3apgaum > 3anpocutb HOBbIN cepTudUKaT (cm. puc. 85). OTobpasuTca
cnepytollee oKHo (cm. puc. 86).

Monb3oBaTenb, OT UMEHW KOTOPOro NPOMU3BOAMTCA 3aABKa AO/IKEH MMETb paspelleHna YTeHne 1 3anBKa
O/ 3anpalumBaemoro ceptudurKara.

OKHO 3anpoca cepTudUKaTa areHTa permcTpaLmm

® certmgr - [CeprndmKarsl - Texyumii nonbsosaTens\/imnoe] i

daliin  [Oeficteue Bua  Cnpaeka

&= % 0lc=HE

Iﬁl CepTHOMKETE! - TEKYLWMA NoNe30BaTENS Tun obbekTa
| MRS [ CeprudmkaTel
;_I OoBepe Mook cepTMMKETOE. .. tl-lHW
|| Aosepr 4
7] Mpamex Bee zagaqm MonoK cepTUhMKaToE. ..
TI Obuer Bua 3anpociTh HOBLIM CEPTHgMIKAT. ..
|| Nosepe
= WMnopT...
| Ceptd  OBHOBWTL
7] CTopor SKMOPTUROBaTE CTMCOK, .., JononHUTENBHBIE ONEPALYAM 4
|| Dosepe [
[ 3anpoc_ CMPaBKa

|| NoBeperHele KopHeEBLIE CEpTMDMKATEI CMAPT +apTel

i | 2

l3.anpoc|-nh HOBBIl CEPTUDMKET 0T UEHTPa cepTudukaw (LIC) B 3ToM aoMeHe |

PucyHok 85
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EAuHbIN KNneHT JaCarta

A PerncT payun cepTudMKaTOB

PyKOBOACTBO aAMUHUCTpaTOPa

OKHO MacTepa NpUBETCTBMSA 3anpoca cepTudmKaTa

| Permcrpaumn ceprndmrartos

=0l ]

1.2

Nepeq Hauanom paborTm

CNEAYHOWME Wark NoMoryT YCTaHOBMTE CEPTMDMKETEI, ABNAKWNECS LIAGDPOBEIMM YHETHEIMIA AEHHLIMM,
MCMONB3YEMBIMM ANA NOAKNOYEHA K BEMPOBOAHBIM CETAM, SELUMTEI KOHTEHTA, MASHTHBMKALIAM M MHBIX 33A34
BesonacHoCTK,

MpexAe YeM sanpawnEaTe cepTudukar, ybeguTecs, 4To:
STOT KOMMBIOTED NOAKAKCHEH K CETH;

MMEKDTCH YYETHBIE A&HHBIE, KOTOPKIE MOMYT BbITh MCMOMB30EEHE! ANA NOATEENHAEHMA NDEEa Ha NONYYEHWE
CEPTHOMKATA,

MNoapobHele cBeAeHUA 0 WhDoBEX CEpTHMDMKETEX

Nanes I OTMeHa

2.  Haxmute fanee. OTobpasunTca cneaytolee okHo (cm. puc. 87).

A Pernctpaymnn ceprndmratos

OKHO BbI6Opa NONUTUKM perncTpanmm cepTuduKaTos

;] PermcTpauma cepTudmkaTos

=0l x|

PucyHok 86

BoiGop nonnTrKM perncT paysn cepTiduKaTos

MoNUTHKa PErMCTPaLMM CEPTMDMKETOE NO3BONAET PErMCTPMPOBATE CEPTUGMKETEI HE OCHOBaHWM 3a4aHHEIX
sapaHee WwahnoHos cepTUdMKETOE. MoNMTUKE PEFMCTPELMM CEPTHOMKATOE YHeE MOrna BeiTe HACTpoOEHaE,

Hactpansaemblie agMUHHCT pPaTOPoM

ATHKA DEFMCTPAELMA AC

HacrpanBaeMblie NoNL30EaTENEM ﬂDEaBMTb...

JononHUTENEHBIE CBEAEHWUA 0 NONUTHKE PErUCTDEUHA CEPTHDOMKATOR

lanes I OTMeHa

3.  Haxmute fanee. OTobpasunTca cneaytollee okHo (cm. puc. 88).
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EAunHbINA KnneHT JaCarta PyKOBOACTBO aAMUHUCTpaTOPa

4.

OKHo Bblbopa wabnoHa cepTudmUKaTta

A PerncT paumn cepTudmKaTos =1o] x|

=] Perncrpaumn ceprndmkaros

1.2

Janpoc cepTwdmKaToB

Mo#HD 3E8NPOCMTE CNEAYHOWHE TN CEpTHdMKaTos. BeibepuTe cepTMdMKaTEI, KOTOPEIE HEOBX0AMMO 3aNpocuTE,
2 38TEM HEWMUTE KHOMKY 3aABKa .

MonuTuka perncrpauws Active Directory =
I—?;g::tsermtrpaumm Enuroro knvenTa jg Cocroanne: JocTynHo MNoapobHocTi @?
[~ ArenT BOCCTEHOENEHWA EFS _i_) CocToanue: JocTynHO I'Iou.poﬁHocrntEJ
[~ AgmuHmcrpatop _i_)Cocronnne:ﬂ,ocryan I'Iou.poﬁHocrntEJ | |
[~ Bazosoe whbposaHue EFS _i_) CocToanue: JocTynHO MNoapoBHocTH tgi
[T NonssosaTens _i_) CocToanue: JocTynHO I'Iou.poﬁHocrntEJ LI

[ MokazaTk Bce walinoHs

JononHuTensHble CBEASHWA O CEETMMKBTBX

SaqEka I OTtmena

OTmeTbTe WaboH, No KoTopomy ByaeT BblaaH WabOH, NOC/Ie Yero HaxkmuTe 3anBKa.

Mpu ycnewHom Bbinycke 0TobpasnTca cieaytoLee okHO (cm. puc. 89).

5.

OKHO coobLueHnsa 06 ycnewHoOM Bbinycke cepTudukarta

A PerncT paumn cepTudmKaTos =1o] x|

=] Perncrpaumn ceprndmkaros

PucyHok 88

PesynuTaTel YCTAaHOBKH CEPTHMKATOB

Crneaytowme cepTudmKaTel Beinv Nony-eHs! M YCTaHOBNEHE! HA AaHHOM KOMMEIOTEPE,

MonuTHka perncrpauun Active Directory

pArEHT perncTpawm EanHoro KnneHTa

. 3
IaCarts J CocToAnne: YmewHo MoapofHocTi

TOEO

HaskmuTe F0TOBO, UTO6bI 3aKPbITb OKHO.

BbinyLeHHbI cepTUdUKAT 0TOBPa3nTCA B OKHE KOHCOAW YNpaBieHna cepTuduKkaTaMum TeKyLLLEero
nosnb3osatena (cm. puc. 90).
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EAuHbIN KNneHT JaCarta

PyKOBOACTBO aAMUHUCTpaTOPa

OKHO cemechKaTa areHTa 3anpoca CepTMCbMKaTOB B INYHOM XpaHUAULLE CepTMd)VIKaTOB nonb3oBartena

= certmgr - [CepTudnKaTb - TEKyumii nons3osaTens \Mimnoe\Ceprndmkarsi]

daiin  Qeicteme  Bua  Cripaeka

=101 ]

B EINEE EEN =

@ CepTUhMKETEI - TEKYLLMA NONb30B: | KoMy BolgaH -
= ] MigHoe
| CepTrduKaTsl
| loBEpEHHEIE KOPHEBBIE LIEHTDE
| CepTudukaTsl
| loBEpUTENBHEIE OTHOLIEHUA B
| MpoMexyTo4HBIE LEHTRE! CEPTE
| OBbekT nonbsosaTena Active [
| NoBeperHse nnaTEmM

| CepTHMKATHI, K KOTODBIM HET
| CTOPOHHME KOPHEBEIE LIEHTDEI |
| NoBepeHHEIE MMUA

| 3anpockl 3AAB0K Ha CEpTUKE
| loBEpEHHEIE KOpHEBBIE CEpTHG

| i

o]

HEEHBEEBEE

l

i

KeM BblaaH Cpok AefCT. HasHaqeHua

=

|X|:|an1Mu.le NMuuHoe conepkuT 1 cepTUdKKET.

PucyHok 90

15.4. BbINYCK 3/1EKTPOHHOIr0 KAK4Ya C CePTUPUNKATOM
NONb30BaTeNA CO CMApPT-KapTOM

YT06bI BbINYCTUTb 3/1IEKTPOHHbIN K/OY Ha MMA NONb30BaTENA, HAa KOMMbIOTEPE, KOTOPbIN ABAAETCA
CTaHUMe BbINYCKa 3N1EKTPOHHBIX KtOYel, BbINoAHUTE caeaytowme aencrema:

1.
JNnuHoe v BbIGepuTe Bee 3agaum > flonon

B KoHCconn ynpasneHua CepTVId)VIKaTaMVI NnoNb30BaTENNA HAXKMUTE npaBoﬁ KHOMKOM MbILIM Ha NYHKTE

HUTeNbHble onepauuu > 3aperucTpupoBaTbCs OT UMEHMU

(cm. puc. 91). OTobpasuTca cneaytouee okHo (cm. puc. 92).

OKHoO BbiNycKa cepTuduKaTa OT UMeHU Noab30BaTeNs

= certmagr - [Ceprmdnkare! - Texkyuwmii nonssosatent | Mrnoe]

daiin  fefcteue  Bun  Cnpaeka

=0l

1.2

|

T EEEDNEEN =

| [loBepeHHLIe KOpHEBLIE CEpTMAMKATE! CMApT KapThl

[ Ceprudumkats: - Texywnil nonbsosaTens Tun ofbekTa

| “|Ceptudmrats

| Qosepe  MoWck cEpTHHWKETOS... i.MI-ﬂ

| Oosepw -

| Mpomesx Bee sanaqM Mook cepTUbHKATOE. ..

| Ofbext g »  3aENpPOCWTE HOBGIA CEPTHHMKAT. ..

= Aosepe WMnopT...

| Ceprudp OBHOBUTH

| CTopoHI  SKCIOpPTWPOBATE CIMCOK. .. LononHUTENBbHEIE ONEpaLm C030aTh HACTPaWEaEMLIi 3aMpac. ..
| Aosepe 3 T MMEHM. ..
| 3anpoct Crpasia YNPEBNEHME NONMTHKaMH DEMMCTRELWN. ..

=

|33aperncrpuposaTbCﬂ OT HMEHM. ..,

© 2015, "Anapgamu PO

PucyHok 91

Crp. 82




EAuHbIN KNneHT JaCarta

A PerncT payun cepTudMKaTOB

PyKOBOACTBO aAMUHUCTpaTOPa

OKHO NpWBETCTBMA MacTepa 3anpoca cepTudMKaTos

| Permcrpaumn ceprndmrartos

=0l ]

1.2

Nepeq Hauanom paborTm

CNEAYHOWME Wark NoMoryT YCTaHOBMTE CEPTMDMKETEI, ABNAKWNECS LIAGDPOBEIMM YHETHEIMIA AEHHLIMM,
MCMONB3YEMBIMM ANA NOAKNOYEHA K BEMPOBOAHBIM CETAM, SELUMTEI KOHTEHTA, MASHTHBMKALIAM M MHBIX 33A34
BesonacHoCTK,

MpexAe YeM sanpawnEaTe cepTudukar, ybeguTecs, 4To:
STOT KOMMBIOTED NOAKAKCHEH K CETH;

MMEKDTCH YYETHBIE A&HHBIE, KOTOPKIE MOMYT BbITh MCMOMB30EEHE! ANA NOATEENHAEHMA NDEEa Ha NONYYEHWE
CEPTHOMKATA,

MNoapobHele cBeAeHUA 0 WhDoBEX CEpTHMDMKETEX

Nanes I OTMeHa

2.  Haxmute fanee. OTobpasunTca cneaytolee okHo (cm. puc. 93).

A Pernctpaymnn ceprndmratos

OKHO BbI6Opa NONUTUKM perncTpanmm cepTuduKaTos

;] PermcTpauma cepTudmkaTos

=0l x|

PucyHok 92

BoiGop nonnTrKM perncT paysn cepTiduKaTos

MoNUTHKa PErMCTPaLMM CEPTMDMKETOE NO3BONAET PErMCTPMPOBATE CEPTUGMKETEI HE OCHOBaHWM 3a4aHHEIX
sapaHee WwahnoHos cepTUdMKETOE. MoNMTUKE PEFMCTPELMM CEPTHOMKATOE YHeE MOrna BeiTe HACTpoOEHaE,

Hactpansaemblie agMUHHCT pPaTOPoM

ATHKA DEFMCTPAELMA AC

HacrpanBaeMblie NoNL30EaTENEM ﬂDEaBMTb...

JononHUTENEHBIE CBEAEHWUA 0 NONUTHKE PErUCTDEUHA CEPTHDOMKATOR

lanes I OTMeHa

3.  Haxmute fanee. OTobpa3sunTca cneaytollee okKHO (cm. puc. 94).
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EAunHbINA KnneHT JaCarta PyKOBOACTBO aAMUHUCTpaTOPa 1.2

OKHo BblbOpa cepTUdMKaTa areHTa perncTpaLmm

A PerncT paumn cepTidmkaTos =1o] x|

=] Perncrpaumn ceprndmkatos

Buibepure ceprmmKaT areHTa pernct pagun

CepTMOMKAT areHTa perucTpawm Heobxoamm ANA NoANMoH 3aNpoca Ha CEPTHRMIKAT OT MMEHM APYTNX
nonb3oBaTenel. HaxMuTe kHonky "0B3op™, YTobbl HAATK CEPTMAMKAT NOANKOK, 8 38TEM WENKHWTE “[anee”,

CepTUdMKaT Noanuoi;

|| Ofzop... I

nOﬂpOEHbIE CEEAEHWA O NOA&YE SAABKH HA CEPTHHMKATEI 0T MMEHW ADYIHX NONEI0BATENER

OTmena |

PucyHok 94

4. Bocnonb3yiiTecb KHOMKoM 0630p, 4TOObI BbIBPATL CEPTUGMKAT areHTa perncTpaLmm, yCTaHoBAEHHbIN B
NOKasIbHOE XPaHWUAULLE NOAb30BaTe/ e HAa JaHHOM KOMMblOTepe, NOC/Ie Yero HaxkmuTe fanee.
OTobpasuTca cneaylouee oKHO (cm. puc. 95).

OKHo BblbOpa WwabnoHa ceptTudmrKaTta

A Pernctpaymnn ceprndmratos =] oS

=] Peructpaumn ceprndmratos

3anpoc cepTwhHKaToB

MakHO 38MPOCMTE CNEAYKOLWIME THMbI CEPTUOMKATOE. BribepuTe cepTUDWUKETLI, KOTOpbIE HEOBXOAMMD SENPOCHTE,
W HEHMMWTE KHoMKy “danee”,

MonuTHka perncrpavmn Active Directory =]

{~ AreHT BOCCTaHOBNEHWA EFS J‘_} Cocroanue: JocTynHo I'InnpoﬁHov:rntEJ

{~ AgMuHMCTpaTop J‘J Cocroanue: JocTynHo I'InnpoﬁHov:rntEJ

{~ Bazosoe whbposaHue EFS J‘_} Cocroanue: JocTynHo I'InnpoﬁHov:rntEJ

{" MNonbsosatens J‘J Cocroanue: JocTynHo I'InnpoﬁHov:rntEJ

" MongsosaTens EauHoro knnerTa JaCarta J‘_} Cocroanue: JocTynHo MoapoBHocTkiE)
-

[ MokazaTk Bce walnoHs

JononHuTensHele CBEAEHWA O CEETM%KBTB}(

danee | OTtmena

PucyHok 95

5. OTmeTbTe NOAroTOBAEHHbIN ANA NoNb3oBaTenei WabnoH, nocne yero Haxxkmute fanee. OTobpasntca
cnepytolLee okHo (cm. puc. 96).
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EAunHbINA KnneHT JaCarta PyKOBOACTBO aAMUHUCTpaTOPa 1.2

OKHO Bbl60pa nonb3oBaTtena

A PerncT paumn cepTidmkaTos =1o] x|

| Permcrpaumn ceprndmrartos

Buibepure nonwsoearens

AnA 3anpoca Ha cepTMMKAT OT MMEHW APYTOro NoMb30BaTENA BEEANTE MOPMANEHOE MMA MM AOMEHHOE MMA STOMO
nonb3oBaTend. HanpuMep, MCNone3yATE QOPMAT “MMA DEMMNMAT, MMA_Nonb3oBaTenA” Mnu
"nomMeHWMA_nonsbsosatens’.

WMMA Nonb30BaTENA MNKW NCEBAOHHM:

Qfbsop... |

nOﬂpOEHbIE CEEAEHWA O NOA&YE SAABKH HA CEPTHHMKATEI 0T MMEHW ADYIHX NONEI0BATENER

OTmena |

PucyHok 96

6. Bocnosb3yiTecb KHonKow 0630p, 4To6bI BbIGPaTb NOAb30BATENS, HA UMSA KOTOPOro ByAEeT BbiNyLLeH
CepPTMOUKAT M 3NEKTPOHHbIN KoY, Noc/e Yero Haxkmute fanee. OTobpasuntca cregytolee oKHO
(cm. puc. 97).

OkHo BBOAa PIN-Koga nonb3osaTena

BesonacHocTk Windows x|

Beegute MHH-kog. Perncr pauyna ceprwnKaTa nonb30BaTena.
BeeaWTe MMA NoNb30BaTENA, Napons W MAH-Kkoa.

PIN-koa

QK I OTMeHa

PucyHok 97

7. B none PIN-Kog Beeante PIN-KO4 N0Nb30BaTENA INEKTPOHHOIO KAOYa, nocne yero Haxkmute OK.

Mpu ycnewHom BbiNycke oTobpasuTca cieaytollee okHO (cm. puc. 98).
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EAuHbIN KNneHT JaCarta PyKkoBOACTBO agMMHUCTpaTOpa 1.2

OKHO coobLueHMsA 06 ycnewHoOM BbiNycKe cepTuduKaTta

A PerncT paumn cepTidmkaTos =1o] x|

=] Permcrpaumn ceprndmraros

PesaynuTaTel YCTAaHOBKH cepTwdnKaTos

Crneaytowme cepTudMKaTe Beinm Nony4eHs! M YCTaHOBNEHE! HE ASHHOM KOMMBIOTEPE,

MonuTHka perncrpavmn Active Directory

{¥ MonssoeaTens EqnHoro knuenTa JaCarta J CocToanue: Y newHo MoapofHocTi(E!

. __________________________]

| CnegyklwmMi Nonb30BaTeNk I 3EKPBITE

PucyHok 98

8. Hakmute 3aKpbITb 414 3aBEPLUEHUA NpOLLEeaypbl.
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EAunHbINA KnneHT JaCarta PyKOBOACTBO aAMUHUCTpaTOPa 1.2

16. MacTep TexnognepHKku

B EamMHom KaneHTe JaCarta cywectsyeT BO3MOXHOCTb CO0pa AMarHoCTM4Yeckon nHdopmaumm ob
aBapPUMHbIX CUTYaLMSAX, CIYYMBLUMXCA Y NONb30OBATE/IEN C NOC/eAytowein oTnpaBKoi cobpaHHoM
MHbOpPMaLMK B CNYKOY TEXHUYECKOM Nnoaaep»Kku komnaHuum Aladdin R.D.

MacTep Texnoaaepku no3sonaeT cGopMmMpoBaTb apxXmB C AUArHOCTUHECKUI MHDOPMaLMEN O TeKyLLLeM
coctoAHUN MO EanHbIN KnneHT JaCarta n KoHUrypaumm KomnbloTepa, Ha KOTOPOM ycTaHoBAEH EgnHbIN
kAneHT JaCarta, a Tak»Ke no BbI6OPY N0sb30BaTENA NO3BONAET: UM COXPAHUTL STOT aPXUB HA AUCK — UK
OTNPaBUTb B CNYKOY TEXHWYECKON noanep:Kkn komnaHum Aladdin R.D.

@ BHuMaHue! NoapobHee o HacTpoiKax NorMpoBaHusa cM. pasgen 7. Hactpoika paboTbl EgMHOro KaneHTa
JaCarta B onucaHuMm BKNaaku JSlormposaHue (cm. puc. 29 n 1abn. 15).

YT106bI 3anycTUTh Mactep TexnoaaepsKKu BbINONHUTE Caeaytolime AeNcTBUS:

1. Haxmwute MNyck —> Bce nporpammbl —> AnagauH P.[. —> MacTep Texnogaepku Anagaui P. 1.
(cm. pumc. 99).

3anyck MacTepa Texnogaepxku

Eaunbiil knment JaCarta

@ Macrep Texnoaaepxku An...

Yaanute Eguubiid kauvenr Ja...

E’) ByawnbHMKM 1 Yace!

A

0= Aucneruep TenedoHOE

n JononHuTenbHLIE BO3MOXHO...

é Hazag
Y R ™

PucyHok 99

2. B nossuBwemcs okHe (cm. puc. 100) Haxkmute Oanee>.
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EAuHbIN KNneHT JaCarta PyKkoBOACTBO agMMHUCTpaTOpa

MpuseTcTBMe MacTepa TeXnoanepKKM

Macrep Texnoaaepxkn 'Anagans P >4

Bac npuBeTcrByeT Macrep
Texnoaaepxku ‘Anaaauu P.[1.'

MacTep noMoxeT Bam 0TNpaBuTe onucaHue npobnem npu
paboTe ¢ kno4essiMi HocuTenamn JaCarta cnyxbe
TEXHWYECKO! Noaaepxku, B pesynetaTe paboTel MacTepa:

- ByaeT cobpaHo onucaHne KOHOUrypaLy KoMnboTepa,
MPOrPaMMHbIX KOMIOHEHTOB, M NPOTOKONOE paboTel B Buae
0HOr0 apXMBHOro Gaitna. ApXMB HE COAEPXMT HUKSKOM
Baluei NMYHON MHDOPMaLYN,

- Apxue ByaeT oTnpasneH cnyxbe TeXHUYecKoit
rnoaaepkKKM KoMnaHui ‘AnaaavH P 4.

Ans npoaoskeHa Haxmute Janee.

s [G=] [ omen |

1.2

PucyHok 100

3. B nosasuBlwemcs okHe (cm. puc. 101) ans Bbibopa mecTa coxpaHeHua daina c AnarHocTmyeckomn

MHbOPMaLMEN HAKMUTE KHONKY U3MEHUTb..., NOC/E Yero HaxmuTte flanee>.

OKHoO BbI6Opa MecTa pacnonoXeHua Aaa coXxpaHeHua dalina ¢ guarHocTnyeckomn nHoopmaumen

Macrep Texnoaaepxkn 'Anaaans P X
Onpepenexne KOHGUIypaLun KOMNbIOTEPa

Onpeaenenue Bepcm OC, ee KOMMOHEHTOB, MOMCK NPOTOKON0B paboTsl

EauHoit BubnuoTtexu u EanHoro KnuenTa JaCarta.

MpoToKon ckaHWpoBaHus ByaeT coxpaHeH B daitn apxusa:

i MsmeruTb. .. \
[Ana npoaomkeHna HaxkmuTe [lanee.
<Hasan || fanee> | & Ommewa |

MacTep Texnoaaepku HauHeT npouecc cbopa AnarHocTuyeckon nHdopmauum (cm. puc. 102).
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EAuHbIN KNneHT JaCarta PyKkoBOACTBO agMMHUCTpaTOpa

4.

5.

Macrep Texnoaaepxkn 'Anagans P4,

Onpegenenne KOHMUIrypauuw KOMNblOTEpa
Onpeaenenue sepam OC, ee KOMMOHEHTOB, NOMCK NPOTOK0N0B paboTel
EawuHoit BubnnoTexu u EanHoro KnuenTa JaCarta.

MpoToKoN cKaHMpoBaHus ByaeT coxpareH B daiin apxuea:

Mouck ycTaHoBneHHsIx [Net Framework. ..

C:\Users\ADMIN_~1\AppData\Local\Temp\jc2D55.zip | MisMeHuTb...

< Hasan Hanee >

1.2

PucyHok 102

B nosBuBluemca oKHe (cm. puc. 103) 3anonHute nose OnucaHme npobaemol, a B none E-mail agpec

YKa)KuTE CBOWM agpec 3/1eKTPOHHOM NoYTbl, NOC/e Yero Haxmute fanee>,

3ano/siHeHne 06s3aTeNbHbIX Noaei

Macrep Texnoaaepxkn 'Anagann P

Onucanne npobnembi
B BalMX MHTEPECAX NPEAOCTaBUTL ONWUCaHUE, KOTOPOE NoMoXeT cnyxbe
TEXHUYECKOI MOAAEPHKM ONEPATUBHO PasobpaTbea B CUTYaLym

Onucarme npobnemsl (3anonHsaTe obasaTensHo!)

E-mail agpec ans obpaTHoit cBA3K (3anonHaTs obasaTensHo!)

Ana npoaomkeHna HaxkmuTe [lanee.

<Hasan

OTmenHa

PucyHok 103

B nosusLluemcs okHe (cm. puc. 104) Bbibepute cnocob oTnpaBKM pe3ynbTaToB cbopa AMAarHoCTUYECKOM
MHbOPMaLMK B CNYKOY TEXHUYECKON NoanepKkn komnaHuu Aladdin R.D., nocne yero HaxkmuTe

Aanee>.
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EAuHbIN KNneHT JaCarta PyKkoBOACTBO agMMHUCTpaTOpa 1.2

Macrep Texnoagepxku '‘Anagaun P.A. X

Bbibop cnocoba ornpasku
YKaxuTe cnocob 0TNpaBky pesynbTaTos B CNyxby TEXHMYECKOM NOAASPKKM
KoMnaHuM 'AnagauH P.4."

Pazmep daiina apxusa: 1.4KB

HTTP - oTnpaeka nobbix 06beMoB AaHHBIX

(® SMTP - 0Tnpaska Hebonblunx 06BEMOB AHHEIX:

(O He oTnpasnsTh, COXpaHUTL daitbl Ha AUCK

CoxpahuTs..,

[Ans npoaormkeHua HaxmuTe [anee.

<Hasan Ommeria

PucyHok 104

5.1. Ecnm 6bin BbIBpaH cnocob He oTnpaenAaTtb, coxpaHUTb painbl Ha guUck (cm. puc. 105), To ctaHeT
[OOCTYNHOM KHoNKa COXPaHUTb..., NOC/IE HaXKaTWA Ha KOTOPYo 0TOBPasunTcaA cieaytoliee OKHO

(cm. puc. 106).

Macrep Texnoagepxku '‘Anagaun P.A.

X
Boibop cnocoba ornpaskn ‘ I

YKaxuTe criocob 0TNpaBKu pe3ynbTaTOB B CNyxDy TEXHMYECKOM NOAASPHKKM
KoMnaHui ‘AnaaamH P 4",

Pasmep daina apxusa: 1.4KB
HTTP - oTnpaeka nobbix 06beMoE AaHHBIX
(O SMTP - otnpasxa HeBonbLWIMX 0FLEMOB AaHHBIX

(®) He 0TNpaBnsTL, COXPaHUTL daibl Ha ANCK

COXpaHUTD. . 3

[na npoaomkeHna HaxkmuTe [lanee.

< Hasan Lanee > OTmenHa

PucyHok 105

YKaxnte Mecto coxpaHeHus, nocae Yero coxpaHute dain c noramm JaCarta, HaxkaB KHOMKY COXPaHUTb
(cm. puc. 106). 3Ty e npoueaypy BbINOJHUTE ANa coxpaHeHus daitna ConposoamTeibHOro Nncbma (cm.
puc. 107).
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EAuHbIN KNneHT JaCarta

PyKOBOACTBO aAMUHUCTpaTOPa

CoxpaHeHue apxusa c noramu JaCarta

CoxpaxeHune

v] @ # @

[ata nameHeHna

Manka: I E] LokymeHTs!

* Wma

Manensb BoicTporo
Aoctyna

PaBounii cton

Hert 3nemenTos, YAOBNETECPAOLLNX YC/TOBMAM NOWCKE.

(= |
Bubnnoreku

Q

3T0T KOMNbOTEP

@ | |
c Y paina: v] Coxpanmms

€Tb L ! :

Tvn daitna: ;VZIP aps (".zip) Y Omvena

CoxpaHeHme conposoanTenbHOro nucbma
CoxpaHenune
Manka: l || Dokymenmsi vl Q2 E-
[ata usmeHeHna Tun

* Wmsa

Manens Beictporo
Aoctyna

PaBounii cton

Her 3nemenTos, YAOBAETECPAOLLMX YC/TOBMAM NOWCKE.

"

Bubnunoreku

L

3T0T KOMNbIOTEP

@
o R SN - oconensrios oo V| [ Copaum |
Tun oaitna: TeKc'roabu’l aokymeHT (" bxt) v Omvena

1.2

PucyHok 106

PucyHok 107

5.2. Ecam 6bin BbIGpaH cnocob otnpasku: SMTP — oTnpaBKa He60blwnX 06beMOB AaHHbIX, TO Noc/e
Ha)KaTua KHoMKK flanee> oTobpasmnTca caeaytollee okHo (cm. puc. 108).
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EAunHbINA KnneHT JaCarta PyKOBOACTBO aAMUHUCTpaTOPa 1.2

Macrep Texnoagepxku '‘Anagaun P.A. X

OTnpaBKa pe3ynbTaTos no noure
Ceiyac byaeT npousseaeHa 0TNpaska MHOOPMaLWM 0 KOHDMMypaLymn
KOMMbIOTEPa M NporpamM cnyxbe noaaepxky Komnanum ‘AnaaavH P 4.

HacTpoitki SMTP-cepsepa AN\ oTrpasku niceMa (npu HeobxoaumocTn
YTOYHUTE NEPEMETPLI Y CMCTEMHOMO aAMMHUCTPATOPa)

Anpec: || l MopT: |25 MNpoBepuTL

[Ans npoaormkeHua HaxmuTe [anee.

PucyHok 108

B none Appec: Beeante agpec SMTP-cepBepa 414 OTNPaBKM NMCbMa C ANArHOCTUYECKOM MHPOpMaumen B
CNYKOY TeEXHMYECKOW noaaepKku komnaHum Aladdin R.D., nocne yero B8 none MNopT: yKaxkuTe HOMep NopTa
M HaxkmuTe KHonky MpoBepuTb 419 NPOBEPKN BO3SMOXKHOCTM OTMPABKM NMCbMA NO YKa3aHHOMY aapecy U
nopTy.

Mocne HaxkaTma KHoNKK Jlanee> NMCbMO C AMArHOCTUYECKMMM AaHHbIMU ByAeT OTNPaBAEHO yKa3aHHOMY
appecary.
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EAuHbIN KNneHT JaCarta

PyKOBOACTBO aAMUHUCTpaTOPa

CoKpalyeHnAa n abbpesmnaTtypbl

rocr
AD CS
AD DS
PIN
PKI
usB

VPN

© 2015, "Anapgamu PO

FocyAapcTBEHHDbIN CTaHAapT

(Active Directory Certificate Services) cny6bl cepTnudukaumm
(Active Directory Domain Services) 4OMeHHble CNyK6bl

(Personal Identification Number) nMuHbI ONno3HaBaTeNbHbIN HoMep
(Public Key Infrastructure) uHdpacTpyKTypa OTKpPbITbIX KAtouei
(Universal Serial Bus) yHuBepcanbHasa nocieaoBarteibHan WuHa

(Virtual Private Network) BupTyanbHas yacTHas ceTb

1.2
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EAunHbINA KnneHT JaCarta PyKOBOACTBO aAMUHUCTpaTOPa 1.2

KOHTaKTbl, TEXHMYECKaA noaaepHKa

Odwuc (obLime Bonpochbl)
Appec: 129226, MockBa, ya. JOKyKuHa, 4. 16, ctp. 1, Komnaxuua "Anagaud P.A."
TenedoHbl: +7 (495) 223-00-01 (MHOroKaHanbHbINM), +7 (495) 988-46-40
®dakc: +7 (495) 646-08-82
E-mail: aladdin@aladdin-rd.ru (o6wmit)

Web: www.aladdin-rd.ru

Bpemsa paboTbl: exxegHesHo ¢ 10:00 go 19:00, Kpome BbIXOAHbIX M NPA3AHUYHbIX AHEN.

TexnogoaepHka
Cnyxba TexnoaaepKm NPUHMMaET 3anpochl TO/IbKO B MMCbMeHHOM Buae Yepes Web-caliT:

www.aladdin-rd.ru/support/index.php

[na onepaTUBHOro peleHns Bale Npobaembl yKaxKMTe UCNoab3yemblii Bamu npoaykKT, ero
BEPCMIO, NOAPOBHO OMULLUTE YCI0BUA U CLLEHAPMM NPUMEHEHUA, MO BO3MOXHOCTU, CHabauTe
CoO0bLLeHME CHUMKAMM 3KpaHa, NPUMepPamMm MCXOLHOrOo Koaa.
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EAuHbIN KNneHT JaCarta PyKkoBOACTBO agMMHUCTpaTOpa

Pernctpaymna naMmeHeHun

1.2

Bepcua U3meHeHusA

1.2 O6HoBneHbI pasgensl 1, 3,4,6,7,11,13
[o6asneH pasgen 16.

1.1 BHeceHbl UameHeHus 8 pazden 4

1.0 Co30aHue 0okymeHmMa
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EAunHbINA KnneHT JaCarta PyKOBOACTBO aAMUHUCTpaTOPa 1.2

[lpegMeTHbIN YKa3aTenb

NHbopmaLma o TokeHe, 24

PIN, 81 n
PIN-kKoa agmuHucTpatopa, 4

PIN-Ko4 agMUHUCTPaATOpPA NO YMONYAHUIO, 5
PIN-koa nonb3oBatens, 4

JInueH3noHHoe cornatlenue, 13

PIN-koa nonb3osatensa no ymoayaHuto, 5 M
PKI, 81
MeHto 6bicTporo 3anycka, 21
V)
0)
USB, 81
Onepaumu ¢ 3NeKTPOHHbIMU KNto4amu, 6
OCHOBHOE OKHO M0/1b30BaTE/IbCKOTO MHTepdeiica,
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